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1. Onuc oCBiTHHLOr0 KOMIIOHEHTA

I'asny3b 3HaHb,

HaiimenyBaHnHst creniaibHiCTh, OCBITHbHO- XapakTepucTuka
MOKA3HUKIB npodeciiina nporpama, OCBITHHOI'0 KOMIIOHEHTA

OCBITHili piBeHb

[enna ¢opma HaBYAHHA 12 Indopmauiiini HopmaTrusha
TEXHOJIOT11 Pik HaBuyaHHs1 3
KinbkicTb rogus / kpeauris Cemecrp 6
120/4 125 Kibepbesmeka ta 3axuct | Jexnii 30 rog.
iH(popmarrii

JlaGoparopui 36 rog.

KiGep6e3neka Ta 3axuct

indopmarii Camocriiina podora 46 rox.
TH/13: nemae Koncynbranii 8 ro.
[eprmmii (OGakamaBpChKHiA)
®opMa KOHTPOJIK: €K3aMEH
MoBa HaBYaHHSA YKpalHCbKa
I1. Indopmanisi npo BukIaga4iB
1111 barnrox Haranis BomonumupisHa
Haykogwuii cryminb KaHIUIAT TEXHIYHUX HAYK
Buene 3BaHHs JIOLIEHT
[Tocana JOUEHT Kadeapu KOMIT I0TepHUX HayK Ta KibepOesneku

KonTtakTHa iHpOpMaIis (095) 55 25 009, bahniuk.natalila@vnu.edu.ua

JIH1 3aHATH 3a poskiaaom http://94.130.69.82/cgi-bin/timetable.cgi?n=700

II1. Onuc ocBiTHLOI0 KOMIIOHEHTA
1. AHoOTauNif Kypcy

Kypc «Komm’torepHi Mepexi» € 00OB’SI3KOBUM OCBITHIM KOMIIOHEHTOM OCBITHBO-
npodeciitHoi nporpamu «lHdopmariiina Oe3neka» OakanaBpcbkoro piBHA. JlaHa aucuuMIUTiHA
CIpsIMOBaHAa Ha MIJBUIIEHHS pIBHA (OpPMYBaHHS Yy CTYJIEHTIB 3HaHb Ta YMiHb, SIKI JaayTh
TEOPETUYHUHN 1 MPAKTUYHUM PyHAMEHT pO3yMIHHS NPUHLUIIB (PYHKIIIOHYBaHHS Ta BUKOPUCTAaHHS
B nipodeciiiHiil AISUTBHOCTI KOMII' FOTEPHUX MEPEK Ta CYYaCHUX 1HTEPHET-TEXHOJIOTIH.

B kypci cTyneHTH BUBYAalOTh OCHOBHI KOHLEMIT Ta TEPMIHOJIOTII0 KOMII IOTEPHUX MEPEX,
HanpsIMH PO3BUTKY KOMII'IOTEPHHUX MEpEeX, OCHOBHI HMPOTpaMHi 3aCO0M KOMIT IOTEPHUX MEPEK,
METO/M JOCTYIy Ta OCHOBHI MepesxeBi apxiTekTypu, moaeini OSI ta TCP/IP, mepexHi IpoTOKOIH,
HaJAIITYBaHHA 3B'A3Ky MDK MepexamM, JOCTYH JI0 Cepe/oBHINAa IMepelaBaHHs MJaHUX Ha
KaHAJIIbHOMY piBHI, 3'€THAHHA MK MepexaMiu, e(eKTUBHE BUKOPUCTaHHS CYy4acHOi KOMI IOTEPHOI
TEXHIKH, BUKOHAaHHS IMOYATKOBHX HAJAIITYBaHb, TaKWX SK Mapoii, mapamerpu IP-ampecarii Ta
[UTI03y 32 3aMOBUYBaHHSIM Ha MEpPEXKHOMY KOMYTAaTopi Ta KIHIIEBUX HPUCTPOSAX, KOMYTOBaH1
MepeKi, HAIAIITYBAHHS MPOTOKOJIB 1 CITYKO MEpEeKXHOro piBHS, 3a0€3MeUeHHs B3a€EMOIIT Y Mepexi,
HaJIAIITYBaHHS MapLIPYTU3aTOPIB 1 KIHIIEBUX MPUCTPOIB, po3po0iieHHs cxemu miamepex [Pv4 nns
e(eKTUBHOIO CEerMEHTYBaHHs BJIaCHOI Mepexi, peamizauis cxeMu ajapecauii IPv6, Bukopucranus
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pI3HHX 3ac0o0iB IS TEPEeBIPKM MEPEKHOrO 3'€THAHHS, TOPIBHAHHA (YHKIH MPOTOKOJIIB
TPAHCIOPTHOTO PiBHA MpH 3a0e3MedeHH] HACKPI3HOi B3aeMOJIii, poOOTa MPOTOKOIIB MPUKIIATHOTO
piBHS NpH HaJaHHI MIATPUMKHU 3aCTOCYHKaM KIHIIEBOTO KOPHCTyBada, YCYHEHHS HETMOJIQJOK 3i
3'€JTHAHHSAM Y HEBEIMKUX MEpPEexKax.
3 METOI Kpalloro 3aCBOEHHS HABYAIBHOTO Marepialy AMCIHIUIIHU CTYACHTH MOBUHHI IO
HOro ImModarky OINaHyBaTH 3HAHHAMU 3 TaKUX IMPEJAMETIB: OCHOBH KOMII IOTEPHOI (I3UKH,
KOMIT IOTEpHA JUCKPETHA MaTeMaTHKa, CUTHAIIM Ta MPOILIECH B CUCTEMAax 3aXUCTy iH(opmallii.
HaiiGinpn  sickpaBO BHUPaKEHI MIDKAUCIUIUTIHAPHI 3B’SI3KM  KOMIT IOTEPHUX MEpEeX 3

0e3rexkor0  1HGPACTPYKTYpH KOMIT FOTEPHHX MEPEXK, 3axucToM iHdopMalii B omnepamiiiHux
cHCTEeMax Ta TeXHOJIOTIYHOIO IPAKTUKOIO.

2. Merta i 3aB1aHHS OCBiITHHOI0 KOMIIOHEHTA

Mertoro Bukiaganns gucuuiutiad "Komm totepHi Mepexi" € miaroroBka (axiBIiB, IO
BOJIOIIOTh CYyYaCHUMHU MEPEKHUMHU TEXHOJIOTISIMHU, 3HAHHSMHU B 00J1aCTi OCHOB OpraHi3ailii cucteM
nepeaadi JaHuX, MEPEKEBUX MPOTOKONIB 1 CTaHIAPTIB HAa OOYHMCITIOBAJIbBHI MEpEeXi, BOJIOAIIOTH
HaBHKaMH B PO3pOOIl MPHUKIATHOTO MEPEKEBOr0 MPOrPaMHOT0 3a0e3MeUeHHs, sIKi HEOOXiaH1 IS
BUPIIICHHS NpoOJieM, [0 BUHHUKAIOTHh MpU 3a0e3MeueHHl 3aXHUCTy MEPEX Ta CHCTEM, BMIIOTh
3a0e3neyyBatu Oe3MeKy Ha MPOMDKHHX MPHUCTPOSX Ta KIHIIEBHUX TOYKAX, 3HAIOTh MPHHIIMIIN
o6esnexkn LAN, WLAN, ocHOBM MepexHOi Oe3NeKd, OCHOBHI 3acO0M Ta CTparerii 3axucry
KOMII'FOTEPHUX MEPEXK.

3aBlaHHSA: OCHOBHUMH 3aBJaHHSIMH BHUBYCHHsS aucuuiviinu "KomirtorepHi Mepexi" €
TEOpPETUYHA Ta MPAKTUYHA IIJrOTOBKA CTYJACHTIB 3 MHUTAaHb CYyYacCHWX TNPUHIMIIB Ta METOIIB
oprasizarii npoieciB 0OMiHy JaHUMH B KOMIT'IOTEPHIN Mepexi, 3arajJbHUX MPUHIUIIB 1 TeHICHII]
PO3BUTKY Cy4YacHOi Teopii 0OMiHY iH(OpMalli€l0, OCHOBHUX CTaHIAPTIB OOUUCIIOBAILHUX MEPEK,
MPUHIMITIB OpraHizaiii CHUCTEMHU IepeAadi JaHMX 1 MEpPEKEBHX IPOTOKOJIB, OCOOJIHMBOCTEH
noOynoBu 1 00iacTeil BUKOPUCTOBYBAHHS JIOKAIBHMX MEpeX, CHUCTEeMH IMepelnadi JaHuX Ha
¢bi3nyHOMY piBHI, HaNaTyBaHHS 00JaTHaHHS, po3yMiHHsA [P-anpecartii, HelTpani3alis MEpPeXHUX
aTak, NpuHOUNIB MapupyTusanii Mixk VLAN, aTak Ha JOKaJlbHy MEpEXY, BIPOBAIXKEHHS 3aXUCTy
nmopTiB, cTpuMmyBaHHs atak Ha VLAN, mom'skmienHs atak, noB'sizanux 13 DHCP, neittpanizaris
ARP-arak, neiitpanizauis STP-atak, 3arpo3u Ta 6esneka WLAN.

[To 3aBepiieHHIO BUBYEHHS HaBUajdbHOI JUCHMIUIIHUM «KoMI'toTepHi Mepexi» CTyIeHTH
MOBUHHI:

3HATU

- BUKOHAHHSA MTOYaTKOBUX HaJNAIITyBaHb, TAKKUX SIK MMapodi, mapametpu [P-anpecarii Ta nuio3y
3a 3aMOBUYBAHHSAM, Ha MEPEKHOMY KOMYTAaTOPi Ta KIHIEBUX MPUCTPOSX;

- 3HaHHSI MEPEKHUX IPOTOKOJTIB;

- mozeni OSI ta TCP/IP;

- HAJTAIITYBaHHS 3B'SI3KY MK MEpEKaMH,

- IOCTYIl JI0 CEpEJIOBWINA TEepeJaBaHHs JaHWUX Ha KaHAJIbHOMY pIBHI, 3'€HAHHS MIX
MepexKaMu;

- KOMYTOBaHI MEpPexi;

- 3a0e3MeueHHs] HACKPI3HOTO 3'€JHAHHS;

- HAJIAIITYBaHHS IPOTOKOJIIB 1 CIIY’KO MEPEKHOT0 PiBHS;

- 3a0e3MmeueHHs B3aEMOIIT y Mepexi;

- HaJIallITyBaHHs MapLIPyTU3aTOPIB 1 KIHLIEBUX MPUCTPOIB;

- po3pobiieHHs cxeMu niamepex [Pv4 mist epekTUBHOrO cerMeHTyBaHHS BIACHOI MEPEXKi;



- peamizaiis cxemu anapecariii [Pvo;
- BUKOPUCTaHHA PI3HUX 3aC001B JUISI IEPEBIPKU MEPEXKHOTO 3'€JTHAHHS;
- TOPIBHAHHS (DYHKIIM NPOTOKOJIB TPAaHCIOPTHOTO piBHSA MpH 3a0e3MedeHHi HacKpi3HOI

B3a€EMOJIT;

- po0OoTa MPOTOKOIIB MPUKIATHOTO PiBHS NPU HAJAHHI MIATPUMKH 3aCTOCYHKaM KiHIIEBOTO

KOPHCTYBaya,

- HaJIallITyBaHHsS Ha KOMYTAaTOpax 1 MapuipyrusaTopax (GpyHKUIN Ui MOCUIICHHS O€3MeKu;
- YCYHEHHS HENOJaA0K 31 3'€IHaHHSM y HEBEJIMKUX Mepexkax;

- HanmamTyBaHHs VLAN Tta npuniunu Mapmpytusamii Mmixxk VLAN;

- nanamrryBaaags DHCPv4 ta DHCPV6-knienra;

- BIIPOBAXKEHHS 3aXKCTY TMOPTIB;

- HerTpamizamist ARP-arak;

- HerTpamnizamist STP-arak;

- HaslamtyBaHHs 6azoBoi WLAN 3 WLC;

- HastamutyBaHHsg WPA2 Enterprise WLAN 3 WLC;

- HaJAlITyBaHHs CTATUYHHX Ta JWHAMIYHHX MapuipyTiB IP;

- HaJalITyBaHHs CTaTUYHUX MapuipyTiB [P 3a 3aMoBUyBaHHSM;

- HATAIITYBaHHS 3MIHHUX CTATUYHUX MapIIPYTiB;

- HAJIAIITYBaHHS CTATUYHUX MAapIIPYTiB BY3JIa.

BMITH:

- HAJIAIITOBYBaHHS 0a30B0i KOH(Irypallii NpucTpois;

- HaJalmToByBaTu iMeHa Ta [P-aapecu;

- BukopuctoByBatu Wireshark ans 3axomnenns ta ananizy kanapis Ethernet;
- TOCIIDKYBATH 3arpo3u MepexHiil Oe3mei 1 iH.

Pe3y.m>TaTn HAaBYAHHS Ta KOMIIETEHTHOCTI

BuBuenHs HaBuanbHOI AucuuiuliHd «KoMm’roTepHi Mepexi» crpusie (GOopMyBaHHIO Ta

PO3BUTKY Yy 3/100yBayiB TAKUX 3arajlbHUX Ta CHELIaTbHUX KOMIETEHTHOCTEN:

3[aTHICTh 3aCTOCOBYBATH 3HaHHs y npakTuyHuX cutyanisx (3K 1);

BMIHHS BHSIBJISITH, CTaBUTH Ta BHpPINIYBaTH NpoOsieMu 3a MpodeciiHUM CHpsIMyBaHHSM
(3K 4);

3IaTHICTB JI0 MOIIYKY, 00po0eHHs Ta aHam3y iHpopmaiii (3K 5);

3MaTHICTh J0 BUKOPUCTAHHS 1HPOPMALIHHO-KOMYHIKAIIHHMX TEXHOJOrIH, Cy4JacHUX
MeToJIiB 1 Moeneit inpopmartiitnoi 6esneku (PK 2);

3JIaTHICTh /10 BUKOPHCTaHHS MPOrPaMHHUX Ta MPOTrpaMHO-arapaTHUX KOMIUIEKCIB 3ac00iB
3axucTy iH(popmalii B iH(HOpMaLiiHO-TeTeKOMYHIKAIIHHUX (aBTOMAaTU30BaHUX) CHUCTEMax
(@K 3);

3/IaTHICTh BIPOBA/PKyBaTH Ta 3abe3nedyBaTH (YHKIIOHYBAaHHS KOMIUIEKCHHX CHCTEM
3axucTy iH(opmalii (KOMIJIEKCH HOPMATHBHO-TIPABOBHX, OPTaHi3allifHUX Ta TEXHIYHHX
3aco0iB 1 METO/IIB, MPOLEypP, NPAKTHYHHUX MpuiioMiB Ta iH.) (PK 7);

3/IaTHICTh AaHaJli3yBaTH, BHUSBIATU Ta OLIHIOBATH MOKJIUBI 3arpo3u, Ypas3JIMBOCTI Ta
necTabilizyroul YMHHUKY 1H(QOpMaLifHOMY TpocTopy Ta iH(pOopMaliifHUM pecypcaM 3TiTHO
3 BCTaHOBJICHOIO MOJIITHKOIO 1H(opManiitHoi Ta/ado kibepoesneku (PK 12);



OuikyBaHi TpOrpaMHi pe3yJabTaTH HABUYaHHA, SKI 3a0€3MeUyroThCS 30KpeMa OCBITHIM

KOMIIOHEHTOM «KOMIT'IOTepHI Mepexi» Yy KOMIUIEKCI 3 I1HIIMMH KOMIIOHEHTaMH OCBITHBOT

IporpaMu:

BUKOHYBAaTH aHaJ3 Ta JACKOMIIO3UINI0 1H()OpPMAIIHHO-TEICKOMYHIKAIMHUX CHUCTEM
(ITPH 10);
BUKOHYBAaTH aHali3 3B’A3KiB MDK 1H(QOpMaliiHMMH MpolecaMd Ha  BiAJajIeHUX
obuncroBanbuux cucremax (ITPH 11);
aHaJI3yBaTH TPOCKTH 1H(MOPMAIIHHO-TEICKOMYHIKAIIIMHUX CHUCTEM 0a3yl4nch Ha
CTaHJAPTU30BAHMUX TEXHOJIOTIAX Ta MPOTOKoax mepenadi ganux (IMMPH 13);
3a0e3meuyBaTy MPoIeCH 3aXUCTy Ta (PYHKIIOHYBaHHS 1H(OPMAIIHHO- TeIEKOMYyHIKaIIITHIX
(aBTOMaTHU30BaHMX) CHCTEM Ha OCHOBI NPAKTHK, HABMYOK Ta 3HAHb, IIOAO CTPYKTYPHHUX
(CTpYKTYpHO-JIOTIYHUX) CXEM, TOMOJIOTIi Mepexki, CY4acHHX apXiTeKTyp Ta Mojelei
3aXHCTy EJNCKTPOHHHMX 1H(GOPMAIIHHUX peCcypciB 3 BiAOOpaKCHHSIM B3a€MO3B’S3KIB Ta
iH(pOpMAIIfHUX TTOTOKIB, MPOIIECIB /ISl BHYTPIlIHIX 1 BignaneHux kommnonent (ITPH 17);
3aCTOCOBYBaTH TeOpii Ta METOAM 3axUCTy Ui 3a0e3meueHHs Oesneku iHopMalii B
iHpopMariiitHo-TenekomyHikariiaux cucremax (ITPH 19);
peayi3oByBaTH 3aXOAM 3 TPOTHAIl OTPHUMAHHIO HECAHKI[IOHOBAHOTO JIOCTYNYy [0
iHdopmaniifHUX  pecypciB 1 mporeciB B iH(opmauiiHuX Ta  iH(opmaliifHo-
TelIeKOMYHIKaIliiiHuX (aBroMatu3oBanux) cuctemax (IPH 23);
BIIPOBA/DKYBATH 3aXOAW Ta 3a0e3ledyBaTH peaii3allifo  IMPOIECiB  MOMEPeIHKESHHS
OTPUMAHHIO HECAHKI[IOHOBAHOTO JOCTYNY 1 3axWcTy iH(opMmaliiiHux, iH(opMaliiHo-
TEJIeKOMYHIKalIMHUX (aBTOMAaTH30BaHMX) CHCTEM Ha OCHOBI €TaJOHHOI MOJEINi B3aeMOZil
Bigkputux cucreM (ITPH 26);
npuiiMaTH y4acTh y po3poOIli Ta BIPOBAKEHHI cTpaTerii iH(opmariitHoi Oe3nexu Ta/abo
KiOepOe3neKu BiAMOBIAHO A0 IIiJIEH 1 3aBlaHb OpraHizallii, €TaJOHHOI MOJEN B3aeMOil
Biakputux cucrem (ITPH 34);
BUKOPUCTOBYBaTH 1HCTpyMEHTapiii Il MOHITOPUHIY TpouleciB B iH(opmMaliiHo-
TenekoMyHikariiaux cucremax. (ITPH 52).

CTpyKTypa OCBIiTHBOI0 KOMIIOHEHTA
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KinekicTs rognn

3micTtoBui MOAy b 1. OCHOBH Mepek, MPOTOKOJIM, MOJIEN] Ta 0a30B1 HATAIITYBAHHS

Kypc Introduction to Packet Tracer 10 2 8 MKP
Tema 1. Betyn 1o mepex.

ba3oBi HanmamTyBaHHs KOMyTaTopa i 10 2 2 6 3ax. JIP
KIHIIEBOT'O MTPUCTPOIO

Tema 2. [IpoTtokonu Ta moseni 7 2 2 3 3ax. JIP
Tema 3 ®i3uunuit piens. CucremMu 3ax. JIP
yncieHHs. KananbHuii piBeHb. 6 2 2 2

Komyranis Ethernet




Tema 4. MepexHuii piBeHb 3ax. JIP
Busnauenns aapec. bazosi - 8 2 2 4
HaAJIAIITYBaHHS MaplIpyTHU3aTopa
Tema 5. Anpecaist IPv4. Anpecaris 8 5 4 2 3ax. JIP
IPv6
Tema 6. IIporokosn ICMP. 3ax. JIP
Tpancnoptuuii piBenb. [Ipukinaguuii 6 2 2 2
piBeHB
Tema 7. OcHOBU MepeKHOT Oe3neKu 3ax. JIP

.. . 10 2 4 2 2
CTBOpEHHS HEBEJIMKOI MEepexKi
Pa3zom 3a 3micToBuUM MoayJiem 1 65 14 18 4 29 20 6.

3micToBuii MOy 2. OCHOBH KOMYTAIlil, MapmpyTH3alii Ta 6€31p0oTOBOTO 3B’ A3KYy

Tema 8. [IpuHinu komyTamii 8 4 2 2 3ax. JIP
Tewma 9. BipryanbHi JOKaIbHI MEPEKi 9 5 4 3 3ax. JIP
Mapmpytuzanis mixk VLAN
Tema 10. [Tpunuunu podotu 4 5 5 3ax. JIP
nporokosry STP EtherChannel
Tema 11. DHCPv4 SLAAC Ta 4 5 5 3ax. JIP
DHCPV6
Tema 12. [Tpunuunu podotu 3ax. JIP
nportokony FHR. Ilpunnunu Ge3znexu 4 5 5
LAN HanamryBanus 6e3neku Ha
KOMYTaTopi
Tema 13 ITpunuunu WLAN. 7 5 2 3 3ax. JIP
HanamryBanast WLAN
Tema 14. [Tpunuunu MapupyTusanii 3ax. JIP
CraruyHa Ta JMHAMivHA
mapuipytuzauis IP. Yeynenus 9 2 2 2 3
HETIOJIaI0K 3 MapIIpyTaMu
CTaTHYHUMHU Ta 32 3aMOBUYBaHHSIM
JlonaTkoBi MaTepianun 8 8 MKP
Pa3om 3a 3micTOBUM MojayJieM 2 55 16 18 4 17 20 6.
Bceboro roaun / bBajis 120 30 36 8 58 40 o.
Buau nmizcymkoBux pooir baun
MoyibHa KOHTpOJIbHA poboTa 3a 3M 1 30
MoynbpHa KOHTpOJIbHA poboTa 3a 3M 2 30
Bceboro 6agis 3a MKP 60
5. 3aB1aHHA AJI51 CAMOCTIHHOIO ONPAIOBAHHSA

[Tin yac camocrtiiiHOT poOoTH 3700yBau OCBITH OIpPAlbOBYE JOJATKOBUI TEOPETUUHUMN
Mmartepiajl 3TiJHO pPEeKOMEHIOBAaHUX JIITEPAaTYpHUX JDPKEpesl, BUKOHYE 1HJIMBIIyalbHI 3aBAAaHHS Ta
Meperiisiae peKoMeH0BaH1 Bifgeoypoku. [lutanHs, ompainboBaHi 37100yBaueM Ha CaMOCTIHHIN

po0OOTi, BpaxoBaHi B MOJTyJIbHIX KOHTPOJIBHUX POOOTaX Ta MPH CKJIaJIaHHI ICTTUTY.

Ne i/t

Tema

K-cT1B

ToOaArH

3micToBUl MOyIIb 1

Kypc Introduction to Packet Tracer [11]

Po3nin 1. Berym o Packet Tracer [11]

Po3nin 2. Intepdeiic kopuctysaua [11]

Po3nin 3. Pexxum monenmoBanss [11]

g~ winN e

Po3nin 4. Bukopucranus Packet Tracer [11]
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6. | Posmin 5. IoT kommnonentu B Packet Tracer [11] 1
7. Po3nin 6. CTBOpEeHHsI Ta MOHITOPHHT HEBEJIMKOI MEpeXki po3yMHOro oMy [11] 1
8. Po3zin 7. 3aco0u KOHTPOJIIIO HABKOJHUIIHLOrO cepenonuiina B Packet Tracer [11] 1
Q. Poszin 8. CtBopenHs Ta mporpamyBanus 00'extiB B Packet Tracer [11] 1
10. Tema 1. Beryn no mepesx. ba3oBi HanamTyBaHHs KOMyTaTopa i KiHIIEBOTO 6
PUCTPOIO.
11 OcHOBHI MOHATTS Ta xapakrepucTuku Mepex [10, crop. 10-20] 1
" | 3arayipHi IPUHIUIHK TOOYIOBH KOMITTOTEPHUX Mepex, [9, cTop. 5-10]
Jlokasnbhi Mepexi [9, ctop. 11-14]
12. | Tomomoris sokanbHoi Mepexi [10, crop. 109-116] 1
OCHOBHI KOMITOHEHTH JIoKaibHOT Mepexi [10, crop. 131-142]
Kananu 1 ninii 38”s3ky. Kabenbhi cucremu [10, crop. 159-168]
13. | Xapakrepuctuku JiHii 38°s13Ky [10, crop. 172-178] 1
Kab6enwni cucremu Ethernet [10, ctop. 181-190]
Apxitekrypa mepex [10, crop. 21-32]
14. | MepexHi apxiTekTypHi pitteHss [9, crop. 20-25] 1
3arajibHi MMUTaHHS MPOEKTYBaHHS Mepexk [9, cTop. 45-54]
15. | Mepexesi onepartiiini cuctemu [10, ctop. 144-156] 0,5
16 NetAcademy - Networking101Lite ITepiua cecis "Mogens OSI/Mepesxi/ba3osi 15
" | HajamTyBaHHs oOnanHaHHs [12] '
17. | Tema 2. [IpoTokonu Ta Mozemi 3
Bzaemonis piBHiB etanonnoi moaeni OSI [10, cTop. 35-44]
18. | Bepxni piBui mozeni OSI [10, crop. 46-51] 1
Hwkwni pisai mogeni OSI [10, cTop. 56-64]
Cimeiicto crannapriB IEEE 802 [10, crop. 67-72]
19. | IIporokonu i creku mporokoiis [10, cTop. 75-85] 1
ITpoTokomnu cepeiHbOTO Ta BUCOKOTO piBHIB Mepesxk [10, cTop. 57-68]
20. | Bcranosnenns Wireshark [1] 1
21 Tema 3. ®13uunuii piBeHb. Cucremu uncienHs. Kananpuuii piseHs. Komyrartist 2
" | Ethernet
22. | ®i3uunuii pisens [10, crop. 63-64] 0,5
23 Networking101Lite Ipyra cecis "dpyruii (kananbauit) pieHs OSI mozeni. 15
" | Ethernet. Komyramis. VLAN [14] '
24, Tema 4. Mepexxuuii piBeHb Buznauenss ajgpec. ba3osi -HanamtyBaHHs 4
MapuipyTu3aropa
Mepexuuii piBensb [10, ctop. 58-61]
25. | \Networking101Lite Tpers cecist "Tperiit (Mepexeswuii) piBenb OSI moneni. IP. 2
Mapmpytu3ariist [15]
26. | Networking101Lite Cecis Ne4 "Iunamiune Ha3HauenHs I[P agpec. DHCP [15] 2
27. | Tema 5. Anpecanis IPv4. Anpecarist IPvo 2
Anpecartist B [P-mepesxax [10, crop. 96-105]
28. | Networking101Lite Cecist Ne7 " Tpancmsuist IP anpec. Jloctyn B Intepuer. NAT 2
[19]
29. | Tema 6. Ilporokon ICMP. Tpancnopthuii piBens. [Ipukiaanuii piBeHb 2
n.13. TIporokosn ICMP [1]
30. | TpancnoptHuii piBens [10, cTtop. 56-58] 2
[Mpuknaauuii pisens [10, crop. 46-48]
31. | Tema 7. OcHoBH MepexHOi 6e3nekn. CTBOPEHHS HEBEJIMKOT Mepexi 2
32. | Networking101Lite Cecist Ne " VPN/3axuct nanux npu nepeaadi/IPSec [20] 2
Pazom 3a monmynem 1: 29




3MiCTOBUN MOIYIH 2

33. | Tema 9. Bipryanbni n0KkanbpHi Mepexi.MapmpyTtusanist Mixk VLAN 3
34 Packet Tracer - BripoBamkenast VLAN Ta TpaHKOBHX KaHAaJIiB 1
" | JJabopaTopna po6ota - BnpoBamkenns VLAN Ta TpaHKOBUX KaHaiB [2]
35. | HamamryBanus mapmpyrusanii mixk VLAN metomom Router-on-a-Stic [2] 1
36. | HanamrryBanns komyraiii PiBus 3 Ta mapmpyru3anii mixk VLAN [2] 1
37. | Tema 13 IIpunnunu WLAN. HanamryBanus WLAN 3
38. | HamamrryBanus 6e3apoToBoi Mepexi [2] 3
39, Tema 14. [Tpunuunu mapmpyrusanii Cratuuna mapmpytusamis [P Ycynenns 3
HETOJIAJIOK 3 MapIIPYTaAMH CTATUYHUMH Ta 332 3aMOBUYYBAHHSIM
40. | Orysin 6a30Boi KOHQIrypanii Mmapmpyrusatopa [2] 1
41. | HanamryBaHHS MapIIpyTiB CTATHYHHX Ta 3a 3aMOBYyBaHHIM IPv4 i IPv6 [2] 2
42. | lonaTkoBi MaTepianu 8
43 Networking101Lite Cecis Ne5 "Mepexesa Bzaemois. CokeTd. Y THIIITH TS 5
" | MepexeBoro imxeHepa [17]
44 Networking101Lite Cecist Ne6 " Kontposs Tpadiky. Criucku g0CTymy.
" | HamamrryBanus koHTpoJo [18]
45. | Networking101Lite Cecist Ne9 "Iunamiuna mapupyrusaiis/OSPF [21]
46. | Networkingl01Lite Cecist Ne10 "Ilunamiuna maprupytusaiis/bgp [22] 2
Pazom 3a moxysem 2: 17
Pazom: | 46

IV. IloaiTuka oniHIOBaHHSA
[TonmiThka OIIIHIOBAaHHS Ta OpraHi3amis KOHTPOJILHUX 3aXOJiB 3AIHCHIOETBCS 3TIAHO 3

[Tono>keHHAM TPO MOTOYHE Ta MiJCYMKOBE OIIHIOBaHHS 3HaHb 3700yBadiB OCBITH BomuHChKOrO
HalioHaNbHOTO yHiBepcuTeTy iMeHi Jleci Ykpaiuku http://surl.li/Infyv .
OuiHIOBaHHS HaBYaIbHUX JOCATHEHb 3 Komm’roTepHux Mepex 3idcHieThes 3a 100

6anpHOIO mIKanoro. OIiHKa BKJIIOYaE B cebe MOTOYHUN KOHTPOJb (OLIHIOETHCS poOOTa Ha mapax,
BUaCHE 1 SIKICHE BHUKOHAHHS JIOMAlIHIX 3aBJaHb, CAMOCTIMHE OMPAIFOBAHHS TEOPETUYHOTO
MaTepiaiay) Ta HIACYMKOBUHW MOAYJIbHMM KOHTPOJb (MMCbMOBI MOAYJIbHI KOHTPOJIBHI POOOTH).
MakcumanbHa KUIBKICTh OaiiB, SIKy MOKE€ HAaKOIMUYUTHU 3/100yBay IiJ 4ac MOTOYHOTO OLIHIOBAHHS
3a cemectp — 40 GaniB. [TincymMKoBuU# MOIYJIbHUI KOHTPOJB 32 CEMECTP BKJIIOUAE B CeOE OIIHKU 3a
MOJybHI KOHTposibHI pobotu (MKP). MakcumanpHa KiUIbKICTh OaniB, SIKYy MOXe€ HAKOMUYUTH
3100yBay MiJ] 4ac MOAYJIBHOTO KOHTPOJIO 3a ceMmecTp, ckiagae 60 OaniB. MoaynbHI KOHTPOJbHI
pPOOOTH CKIIAAAIOTHCSA 3 TECTIB MO TEMax. YIIPOAOBXK CEMECTPY, MiCIs 3aBEpLICHHS BIAMOBIIHUX TEM
(MonyniB), mpoBoaAThCs M1, M2 MolybHI KOHTPOJIBHI pOOOTH y TECTOBIHM opMmi.

S0 3a pe3ysnbTaTaMy CEMeCTpY HaKOMWYEHO He MeHIue 75 6aiiB 1 3100yBay MOTOKY€EThCS
13 UM pe3yJIbTaTOM, TO OI[IHKA 32 CEMECTP MOXE BUCTABJIATUCS 0€3 CKIIaJaHHA icruTy. B iHIIIOMY
pasi CTYJIEHT CKJIAJIa€e iCIHT; MaKCUMalbHa KUTBKICTh OaiiB, sSIKy MOKHA OTpHMATH Ha iciuti — 60
OaniB. BoHn 3amiHIOIOTH Oajli MOIYJIBHOTO CEMECTPOBOTO KOHTPOJIIO, MOTOYHHUNA CEMECTPOBUI
KOHTPOJIb NPH IIbOMY 30€piraeTbes.

1. IHoniTnka BUKJIaga4a moa0 3100yBaya

VYci yuaCHMKHM OCBITHBOTO MPOLIECY MOBUHHI JOTPUMYBATUCh BUMOT YMHHOT'O 3aKOHOJABCTBA
Vkpaiau, Craryry i [IpaBun BHyTpimHbOro posnopsaky BHY imeni Jleci Ykpainku, 3araabHo-
OPURHATHX MOPAJbHO-€TMYHHUX MPUHIMIIB, MpPaBUI TOBEAIHKM Ta KOPHOPATUBHOI KYIbTYpH;
HiATpUMYyBaTH aTMochepy AOOPO3UUIMBOCTI, BIAMOBIIAIBHOCTI, MOPSIHOCTI M TOJEPAHTHOCTI.
ATMocdepa Ha 3aHATTSIX NOBHMHHA OYTH TBOPYOIO, BIAKPHUTOIO A0 KOHCTPYKTHUBHOI KPUTHKHU.
Henomyctumi 3ami3HeHHS Ha 3aHATTA 0€3 MOBaXHUX MPUYMH; KOPUCTYBAaHHS MOOUIBHUM
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https://contenthub.netacad.com/srwe/3.6.2#3.6.1
http://surl.li/lnfyv

teneoHOM abo 1HIMUMH MOOITPHUMHU TPUCTPOSIMHU IMiJI Yac 3aHATTS HE 3 HABUAJIBHOI METOIO,
30KpeMa PO3MOBH, MEPENucKa, irpu Ta iHIII po3Bary; crnucyBaHHsA. OUiKyeThCs, IO BCI CTYICHTH
BIJIBIJAIOTh yCi JIEKIIi 1 MPAaKTU4YHI 3aHATTA Kypcy. Y BHWIIAJIKYy 3alpOBa/HKCHHS TUCTAHIIIIHOI
dbopMu HaBuUaHHS, MO0 MOXXe OyTH TOB’S3aHO 13 KapaHTHHOM, HAJI3BUYAWHHMH CHUTYAIisIMH,
BOEHHUM CTAaHOM 1 T. iH., 3aHTTS IPOBOJAUTHUMYTHCS B PEXHMI Bifeo KoH(pepeHuii Zoom ta / abo 3
BUKOpucTaHHAM Iutardhopmu Moodle https://moodle-cs.vnu.edu.ua/. Marepian npomnyIieHux 3aHsTh

3100yBad  OMpAalbOBYE CAMOCTIMHO, 3BITYE TNPO BHKOHAHHS BHKJIAJIadyy B 1HIUBIAYaIIbHOMY
nopsiaky. [IpomyieHi 3aHSTTS HE 3BUIBHSIOTH CTYIEHTA BiJl BYaCHOIO BUKOHAHHS MOJYJIBHUX
KOHTPOJILHUX POOIT pa3oMm i3 rpyIoro.

[lepe3apaxyBaHHsI OKPEMHX 3MICTOBHUX MOJYJIB, MOJIYJIbHHX KOHTPOJILHUX 3aXOJIiB B MEXax
OCBITHROTO KOMIIOHEHTa PEriIaMEHTYEThCs [10J0XKEHHSM NMpO BU3HAHHS PE3yJIbTaTiB HAaBYAHHS,
OTpUMaHUX Yy ¢opMalbHiA, HedopMalbHIM Ta/abo i1H(opManbHIA ocBiTi y BoauHchKOMY
HalioHaIbHOMY yHiBepcuTeTi iMmeHi Jleci Ykpainku https://bit.ly/3Bdq6qP .

2. IoaiTnka moao akageMiuHoi 106povecHOCTI

[Tix yac HaBYaHHS Y4aCHUKM OCBITHHOTO MPOIECY 3000B’s3aHI JOTPUMYBATHCS aKaJIEeMiqHOT
JNOOPOYECHOCTI: €TUYHHUX MPUHIIMIIIB Ta BU3HAUYEHUX 3aKOHOM MPABWJ, SIKHMH MalOTh KE€PyBaTHCS
YYaCHHKHM OCBITHBOTO TIPOIECY IiJ Yac HaBYaHHSA, BHKJIAJAHHSA Ta IPOBADKEHHS HAyKOBOI

nismeHocTi https://bit.ly/3BFUETR .
JoTpumaHHs akajgeMidHoil JoOpoYecHOCTI 3100yBauamMu nepeadavae: caMoCTiiHE BUKOHAHHS

HaBYaJIbHUX 3aBJaHb, 3aBJaHb IOTOYHOIO Ta MiJCYMKOBOI'O KOHTPOJIO (A7 0ci0 3 0COOIMBUM
OCBITHIMH TIOTpeOaMu IIsI BUMOTA 3aCTOCOBYETHCS 3 YpaxXyBaHHSAM iX IHAMBIAYalIbHHX IMOTPeO 1
MOYJIMBOCTEH); TMOCHJIAHHA Ha JpKepena iHdopMmarii y pa3i BUKOPUCTAHHS 1/1€d, TBEP/IKECHb,
BIZJOMOCTEH; IOTPUMAaHHS HOPM 3aKOHOJABCTBA MpPO AaBTOPCHKE NPaBO; HAJaHHA JOCTOBIPHOI
iH(popMarii mpo pe3yabTaTH BIaCHOI HABYAIBHOI (HAYKOBO1, TBOPYOI) iSUTBHOCTI.

[Tix yac omiHIOBaHHS pPE3yNbTATiB HABYAHHS CTYACHTH HE KOPHCTYIOTHCS 3a00pPOHEHHMH
3acobamu (MOOUIbHMM TeneoH, IUIAHIIET, KOHCIEKT, HaBYyaJlbHA JIITEparypa, IHLI JpKepena
iH(popMarlii, B ToMy 4ucii [HTepHeT-pecypcH), CaMOCTIHHO BUKOHYIOTh 3alIPOIIOHOBAHI 3aBJIaHHS.

3. IHoniTnka moA0 AeAJAHHIB Ta MePeCKIATAHHS

Sxmo 3100yBay BUIIOT OCBITH OyB BIJICYTHIM Ha 3aHATTIX 3 OyAb-fKOT NPUYMHM, BiH/BOHA
BUBYAIOTh TEOPETUYHHUIA MaTepiall CaMOCTIIfHO BUKOPUCTOBYIOUM HaBYaIbHI MOCIOHUKH, KOHCIIEKTH
JIeK11{, BUKOHYIOTH BC1 3aB/JaHHA JUIsS ayIUTOPHUX 3aHATh, BC1 IOMalllH1 3aBiaHHs. [Ipo3BiTyBaTucs
PO BHUKOHAHHSA 3aBIaHb MOXKHA IIiJ] 4Yac KOHCYJbTAIliif, OJHOYACHO TPH LBOMY 3’sCyBaTH
HEe3pO3yMiJIi MOMEHTH, 33JaTH 3allUTaHHS BUKJIAJauy.

[lepecknaganus MOAYIBHUX KOHTPOJIBHUX poOIT 3abopoHeHo. PoboTu, siki 3mar0Thes 13
HOPYIICHHSAM TePMiHIB 0€3 OBaXXHUX MPHYNH, OLIIHIOIOThCSA HAa HUXKYY OLIHKY.

V. IlincymKoBHii KOHTPOJIb
Sk11o 3a pe3ynbTaTaMu CEMECTPY HaAKOIMMYEHO He MeHIIe 75 0aiiB 1 37100yBay MOrOKYETHCS

13 MM pe3yJbTaTOM, TO OIlIHKA 32 CEMECTP MOKE BHCTABIIITHCS 0€3 CKIIagaHHs icnuTy. B iHIIOMY
pa3i CTYJEHT CKJIAJa€ iCIUT; MaKCUMalbHa KUTBKICTh OaiiB, sIKy MOKHAa OTpUMaTH Ha icuti — 60
OaniB. BoHN 3amiHIOIOTH Oalli MOIYIBLHOTO CEMECTPOBOTO KOHTPOIO, TMOTOYHHUN CEMECTPOBUI
KOHTpPOJIb MPHU I[bOMY 30epiraeThcs. Ex3aMeH MpoXoauTh NUISAXOM CKIamaHHs TecTy. OImiHka 3a
CEMECTp Y BUMAJKY CKJIaJIaHHS ICTIUTY € CyMOO 0alliB TOTOYHOT'O KOHTPOIIO Ta 0alliB, OTPUMaHUX
MiJ] Jac iCTIuTy.
Ilepenik nuTanb A0 icnuTty
1. OcHOBHI NOHSTTSA KOMIT IOTEPHUX MEPEXK.
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38.
39.
40.

41.
42.
43.
44,

Krnacudikairist KoM’ 10TepHUX MEPEK.

@Di3uvHI cepeIoBUINA TIepeaayi.

Ocnosu TexHororii Ethernet.

Kiacu IP-anpec.

MepexeBe 001aTHAHHS.

MepexeBa aapecartis.

MepexeBi Ciryxou.

Metoau komyTartii.

KomyTarrist kaHaTiB Ta MaKeTiB.

Pexxumu nepenadi.

Biptyanbhi nokanbni Mepexi VLAN.

CrpykTypa KoMaH/, 6a30Bi HAJIAIITYBaHHS IPUCTPOIO.

[Toptu i anpecu, HanamtyBanHs [P-aapecanii

[IpaBuiia, MPOTOKOJIH, CTEKU IPOTOKOJIIB.

Oprani3arii 31 cTangapTH3aIli.

ETtanonni moneni. bararopiBaeBa monens OSI.

Eranonni moneni. Monens TCP/IP.

[akancynsis qaaux. JlocTyn 10 1aHuX.

[Tpu3nadeHHs (i3UIHOTO PiBHS, XapaKTEPUCTUKHU (Pi3UIHOTO PIBHS.
Minnauii kabenp, xadens UTP.

BosokoHHO-ONTHYHUN KaOelb.

besnporose 3'eqHaHHs.

[Tpu3HavyeHHs KaHAJIBHOTO PiBHS.

TomoJorii TOKaJTbHUX MEPEK.

Kanp xananeHorO piBHS, Kajapu Ethernet.

MAC-anpeca Ethernet. Tabnuus MAC-aapec.

XapakTepruCTUKH MEPEIKHOTO PiBHSI.

[Taket IPv4. ITaker IPv6.

Beryn o mapuipyrtuzartii. Metoaun MapiipyTu3aiiii XOCTiB.

MAC- Ta IP-anpecu. ARP.

HanamryBanHs mO4aTKOBHUX MapaMeTpiB MapIIpyTH3ATOPa.
HanamrryBanns intepdeiiciB. HanamryBaHHs HUTI03Yy 32 3aMOBYYBAHHSM.
Crpykrypa agpecu [Pv4. Tunu agpec [Pv4.

OpnHoaapecHa, MIMPOKOMOBHA Ta IPymnoBa po3cuiiku [Pv4.

CermenTaist mepexi. Posnozin mepexi [Pv4 Ha nigmepexi.

Poznoxin na migmepexi 3 npedikcom /16 1 /8. Posnmoain Ha migMmepexi BiANOBIIHO 10
BHMOT.

Macka niamepexi 3miHHOT JoBxUHU (VLSM). CTpykTypoBaHe MpOeKTyBaHHS.
[Tpo6nemu 3 IPv4. ITonanus agpec IPv6. Tunu anpec IPv6.

Cratnyna Ta JuHamiuHa Mapmipytusamis. CTaTHuHe HaNalNTyBaHHS TJ100albHOT
inauBiayanpHOi aapecu (GUA) Ta nmokanpHOi aapecu kanamy (LLA).
Junamivna aapecartis s rnmodanpHuX iHAuBiAyanpHuX aapec (GUA) IPv6.
JunamiuHa agpecarris ais JokanbHuX aapec kanamy (LLA) IPv6.
['pynosi agpecu IPv6. Posnozin mepesxi [Pv6 Ha minmepexi.
[ToBimomnenns ICMP. TectyBanHs 3a 1omoMororo ping i traceroute.
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https://contenthub.netacad.com/itn/3.1.2#3.3
https://contenthub.netacad.com/itn/3.3.1#3.4
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45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
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76.
77.
78.
79.
80.
81.
82.
83.
84.
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86.
87.
88.
89.
90.
91.
92.
93.

TpancnopTyBaHHS JaHUX

Oragag TCP. Ornag UDP.

Howmepwu nopris. IIporiec TCP-3'ennanHs.

HaniitaicTs 1 kepyBanHs notokoMm. [lepenaBanns nanux UDP.
[TpuknaaHuii piBeHb, MOJAHHS JAHHUX 1 CEAHCOBUII piBEHb.
OnHOpaHroBe 3'€IHAHHS

[Tporokomnu BeO Ta enekTponHoi nomtu. [Tocayru [P-anpecarrii.
daiinoBi cepBicH.

3arpo3u Oesrieri Ta Bpa3IuBOCTi. MepexHi aTaku.
Heiitpanizanis MepexHHUX aTtak. 3aXHUCT MPUCTPOIB.

[TpucTpoi y HeBeMKiil Mepexi.

3aCTOCYHKH Ta MPOTOKOJIHM HEBEIUKOT MEPEXKI.
MacmtaOyBaHHs 10 OITIBIIUX MEPEXK.

[Tepesipka 3'ennanns. Komanau By3na ta 10S.

Metoau nouryKy Ta yCyHEHHS! HECIIPaBHOCTEH.

Cuenapii NOUIYKy Ta YCYHEHHS HECIIPaBHOCTEHN
HanamryBanHs MOYaTKOBHX IMapaMeTpiB KOMyTaTopa
HanamryBanHs nopTiB KOMyTaTopa

3axuIeHAI BiITAICHUH JTOCTYII

bazoBi HanamTyBaHHs MapIIpyTHU3aTOpa

[TepeBipka 3B'13Ky MiXK 0€3110CEPEIHBO TiT'€ THAHUMH MEPEKaMU
[lepecunanus kaapis

KomyrariiiHi JoMeH!

Orasng VLAN

VLAN y Mepexi 3 KiTbKoMa KOMYyTaTopaMu

HanamryBanns VLAN

MarictpanbHi (TpankoBi) kaHamu y VLAN

[TpoTtokos auHamMiyHOrO TpaHkyBaHHs DTP

[Tpunumnu mapupyrusanii Mixk VLAN

Mapmpyru3zanis mixk VLAN meronom Router-on-a-Stick
Mapmpyruzamis mix VLAN 3a nonomororo komyratopis PiBus 3
BusiBneHHs 1 ycyHeHHs HecipaBHOCTeH 13 MapuipyTu3aiiero Mixx VLAN
[Tpusnauenns nporokosy STP

Onepanii STP

Pozsutok STP

[Mpunimmu podotu EtherChannel

Hanamrysanns EtherChannel

BusiBnenns 1 ycynenHs HecpaBHocteil EtherChannel
[Mpuntunu DHCPv4

HanamryBanas DHCPv4-cepsepa B Cisco I0S
Hanamrrysannst DHCPv4-knienTa

[Tpu3nayenHs rnobabHOI iIHAMBIyaIbHOI anpecu IPvo
SLAAC

DHCPV6

Hanmamrysannss DHCPv6-cepsepa

[TpoTokoIM pe3epByBaHHS MEPIIOTO MEPEXOTY

HSRP

Be3neka KiHLIEBUX TOYOK

KepyBaHHs 1ocTyrom
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