BosnHcbknii HanioHaAbHMH yHiBepcuTeT iMeHi Jleci Ykpainku

dakyJabTeT iHGopMaLiiiHUX TEXHOJIOTIH | MATEeMaTHKH
Kadeapa xomn’roTepHux Hayk Ta KidepOe3nekn

CUJIABYC
HOPMATHBHOI'O OCBITHHOI'0 KOMIIOHEHTAa

TEXHOJIOT'Ti 3BAXUCTY IH®OPMAIIII

PiBenns Bumoi ocsiTu

[Mepmii (6akanaBpchbkuii)

I'any3b 3HaHB

01 Ocsirta/llenarorika

CrneniajpHicTh

014 Cepenns ocsita (Inpopmarurka)

OcBiTHBO-TIpO(eciiiHa
nporpama

Cepenns ocita. lnpopmaruka

®opMa HABYAHHSA

[enna

Po3poOHuk (BuKIaga4)

lapamenko Bomomummup BikTopoBud, crapmmii BuKiIamad kadempu
KOMITFOTEPHMX HayK Ta KibepOe3nekun BoJMHCHKOTO HaIliOHAJIBHOTO
yHiBepcuteTy iMeH1 Jleci Ykpainku, (axiBenp 13 6€31eKHu.

KonTakTHa
iHpopMmanis

Enextponna aapeca Bukiaznayda: harashchenko.volodymyr@vnu.edu.ua

Cemectp, Kypc

2 cemectp, IV kypc

KinbkicTh
rOAMH/KpeIuTiB

3aranbHuit 00csr: 4 kpenutu / 120 roauH.
Aynuropuux roaus: 50; 3 Hux: nekuiit — 20 roa., 1abopaTopHUX —
30 rog., camocTiiiHOT po60TH — 62 TOJ., KOHCYIBTAIIl — 8 roI.

dDopMa KOHTPOJIIO

3aimik

Yac 3aHAaTh

TwxueBux rogud: 5,5 rox.

AyYIUTOPHI 3aHATTS IPOBOJATHCS 3@ PO3KIAJOM:!
http://94.130.69.82/cgi-bin/timetable.cqi

Koncynpranii BUK/Iagaya BiAMOBIAHO 3aTBEPKEHOT0 rpadiky.

AHoTauis Kypcy

CunaGyc HOPMaTUBHOI'O OCBITHBOI'O KOMITOHEHTa «TeXHOJIOTii 3aXucTy
iH(popMalii» CKJIaZeHO BIANOBIAHO 0 OCBITHBO-TIpodeciiiHOl mporpamu
Cepenns ocsita. IHdopmatnka. BuknanaHHs Kypcy cHpsMOBaHe Ha
HIJBUIICHHS PiBHSA (OpMyBaHHS y 37100yBayiB OCBITH 3HaHb Ta YMiHb,
4Kl JaayTh TEOPETUYHHMM 1 MpakTUYHUN (DyHIaMEHT, HEOOXITHUM i
aHaII3y Ta YCYHEHHs BUHHMKAIOYMX 3arpo3 Ipu 30epiraHHi, oOpoOsieHH1
Ta nepeaayi iHpopMmaiiii.

((CI/ICTCMHC, MMPpUKJIAAHC ITPOrpaMHE 3a0e3MeUYeHHS Ta XMapHi TEXHOJIOT11

IIpepexBizutu B OCBITI», «[IporpamyBanns», «ba3u ganux», «Komn'toTepHi Mepexi Ta
IHTEpHET-TEXHOJIOT11»
3HaHHS Ta BMIHHSA, HaOyTi B pe3yjibTaTi BUBYEHHS OCBITHHOTO
IHocTpekBiznTn KOMIIOHEHTa, MOKHa BHUKOPUCTAaTH Yy mpodeciifiHiil AisUIBHOCTI 3

BUKOPHCTAHHSIM PI3HOTO BUAY 3aXHUCTY 1HGOpMaIi.

Merta BUBYEHHSA
OCBITHHOI'0
KOMIIOHEHTA

MeTow BUKIAJaHHS OCBITHBOIO KOMIIOHEHTa «TeXHOJOTii 3aXHcTy
iH(popMarlii» € OCBOEHHS CTy/€HTaMHM HEOOX1IHUX 3HaHb Ta OTPUMAaHHS
HaBHKIB 3 opraHizamii Ta 3a0e3meueHHs 3axucTy iH(opmarii 3acobamu
onepauiiHUX CHCTEM, 3a JONOMOrOI0 BIJNOBITHOIO MPOTPAMHOTO
3a0e3neueHHs Ta HOPMAaTUBHO-TIPABOBOI Oa3H.

OcHoBaumu  3aBaanHsiMd  BuBYeHHS OK «TexHomorii  3axucry
iH(popMarii» AaTH HACTYNHI 3HAHHS: PO METOAM 3aXUCTy 1H(OpMALii;
HOPMAaTHBHO-TIPABOBY 0a3y, cTaHAapTH O€3MEKH, MEXaH13MHU Ta MOJITUKH
PO3MEXYBaHHS MpaB JIOCTYILY; OCHOBHI BUJM LIKiAJITUBOTO MPOTPAMHOTO
3a0e3MedeHHs], 3arPO31; TECTYBaHHS Ha MPOHUKHEHHSI; METOAN Ta 3aCO0H



http://94.130.69.82/cgi-bin/timetable.cgi

3abe3nedeHHs iHpopmarliitHoi Oe3neku B OC, mepexi; OloMETpHUHUNA
3aXMCT Ta BMIHHSI. BUKOPHUCTOBYBAaTH MeTOAM 1 3acobm 3axucty B OC,
MEpeki 1 T.I.; OpIEHTYBaTHUCh Y CHCTEMiI HOPMaTHUBHO-TIPABOBUX
JOKYMEHTIB 3aXUCTY iH(opMmallii; 3aCTOCOBYBaTH PO3MEXKYBaHHS IIpaB,
HOJITUKH JIOCTYILy Ta MEXaHI3MU KOHTPOJIIO, MapoJii; BUKOPUCTOBYBATH
3aco0u KpUnTorpadiyHOro 3aXucTy.

OcaitHilt koMoHeHT «TexHosorii 3axucty iH(opMmalii» crpIMOBaHUMA
Ha (OpMYBaHHS TAKUX 3arajbHUX Ta cnemiaabHux (¢paxoBux - @K,
npeametTHux - [1K) koMmnerenTHoCTENH:

3K1. 3nmaTHiCTh 10 aOCTPAKTHOTO MHUCJICHHSI, aHANI3y Ta CHUHTE3Y, JO
3aCTOCYBAHHS 3HaHb Y IPAKTUUYHUX CUTYyaLisX.

3K2. 3nanHs ¥ po3ymiHHA mpeaMmeTHoi o6macti Ta mnpodeciiiHoi
SUTBHOCTI.

3K4. 3patHicte oOpieHTyBaTHCS B  iHGOpMamiiHOMY MPOCTOPI,
3MIACHIOBATH TOMIYK, aHali3 Ta oOpoOKy iHopMallii 3 pi3HUX DKEpell,
e(eKTUBHO BHKOPHCTOBYBAaTH ULU(POBI pecypcH Ta TEXHOJIOTil B
OCBITHBOMY MPOIIECi.

3K8. 3marnicte 30epiratd Ta NPUMHOXYBAaTH MOpPANbHI, KYJIbTYpHI,
HAyKOB1 I[IHHOCTI Ta JOCATHEHHS CYCHUIbCTBA HA OCHOBI PO3YMiHHS
icTOpii Ta 3aKOHOMIPHOCTEH PO3BHUTKY MPEeIMETHOI 00yacTi, I Micus y
3arajibHii CHUCTeMi 3HaHb MPO MPHUPONY 1 CYCHUIBCTBO Ta 3HAYEHHS Y
PO3BUTKY CYCHIIBCTBA, TEXHIKU 1 TEXHOJIOTIH.

®K1. 3p1aTHICTP 3aCTOCOBYBATH CHCTEMAaTH30BaHI HAyKOBI 3HaHHS B
npodeciifHiil AIsUTFHOCTI BiAMOBIIHO 10 IPEAMETHOI CHEeiadbHOCTI.
IIKS. BojioaiHHS TEXHOJIOTIIMH HaJlaroJKEHHs, OOCIyroBYBaHHS Ta
eKCIuTyaTalii ~ KOMIT'IOTEpPHOI  MEpexXi; 3JaTHICTh  pealli3oByBaTH
KOMIUIEKC 3axO0JiB, CHpPSAMOBaHUX Ha 3a0e3MeueHHs 3aXUIIEHOCTI
iHpopMarii, 37aTHICTh (GOPMYBATH BMIHHS O€3MeYHOI POOOTH LIKOJISAPIB
y KOMIT IOTEpPHIN Mepexi.

PesyabTaTn HaBYaHHHA

OnaHnyBaHHAl 3MiCTy OCBITHHOI0 KOMIIOHEHTY /03BOJISIE OTPUMATH
HACTYIHI NPOrPaMHi pe3yJIbTATH HABYAHHA:

PH7. 3acmocoeysamu cucremMaTrn3oBaHl HayKOB1 3HaHHs B Mpodeciiinii
JISUTBHOCTI  BIAMOBITHO JI0 MPEIMETHOI CIEeLialbHOCTI, onepysamu
0a30BUMHM  KaTeropisMM Ta  MOHATTAMU  INpPEeAMETHOI  obusacTi
CHeLiaJbHOCTI.

PHY. 3acmocosysamu cydacHi 1HGOpMaliiHO-KOMYHIKalIiHI Ta
UG POBi TEXHONOTIT y MpodeciiiHiil AisTbHOCTI.

PH10. /lemoncmpyeamu BONOAIHHS Cy4aCHUMHU TEXHOJIOTISIMU TOILIYKY
HayKoBoi iH(opMaIlii i1 CaMOOCBITH Ta 3aCTOCYBaHHA ii y mpodeciinii
ISTIBHOCTI.

IPH6. 3namu Tta po3ymimu €TUYHO-TIPABOBI 3acajd BUKOPHUCTAHHS
1H(popMaIIHHO-KOMYHIKAIIHHUX TEXHOJIOTIH; 3acmocoyeamu 3acoom i
METO/IM 3aXHCTy iH(popMaIlii Ta 6e3meku B Mepexi [HTepHer.




CTpyKTypa OCBITHHOI0 KOMIIOHEHTA

Ha3zBu 3micTOBHX MOIYJIiB i TeM

Ycnoro
(roa.)

Jek.
(roa.)

Jladop.
(roa.)

Cam.
poo.
(roa.)

Komnec.
(roa.)

®opma
KOHTPOJI10/
banu

3microBuii Moayb 1. OCHOBHI OHATTS, HOPMATUBHO-NIPaBoOBa 0a3a, 3axuct 3acodamu OC ta
antuBipycaum 113, Buau mkinausoro 113

Tema 1. Orysin Oe3IeKH CHCTEMHU.
3axucT iH(popMaIlii Ta HOro OCHOBHI
3aB/JaHHA. 3AKOHOJABCTBO YKpaiHu Yy
ctepi 3axucty iHpopmariii. CtaHmapTH.
IToHATTS Ta 3aXHCT aBTOPCHKOrO IpaBa.
[Tonsttts mnariaty. OrJisg IporpaMHOro
3a0e31eueHHs MPU3HAYEHOTO IS
BUSIBJICHHS TUIariaTy

10

3Bit/3

Tema 2. 3axuct iHpopmarii 3acodbamu
oTepaniiHoOl CUCTEMHU.
Aytentudikanis. Bukopucranus
naposiB (MpaBuiIa CTBOPECHHS 1
KEepyBaHHsI) 1 MEXaHi3MiB KOHTPOJIIO 32
noctyrnoM. [IoHATTS 6aThKIBCHKOTO
KOHTPOJTIO

13

3BiT/6

Tema 3. Pe3epBHE KOIiFOBaHHS Ta HOTO
knacudikamis. BuganeHHs/BiTHOBICHHS
maHux. 3axuct ganux. Crocoou
3axucty pdf/TexcroBux
JIOKYMEHTIB/€JIEKTPOHHUX TaOJINIIb

11

3BiT/3

Tema 4. [ToHATTS WIKIATUBOTO
IIPOrpaMHOro 3abe3neueHHs, oro
BUM. SIK MIPALIO€ Ta K TPOSIBISETHCS.
ComuianbHa 1HXeHepisl, Hebe3neka AJis
niTel B Mepexi [HTepHerT.
BianoBigaibHICTh 32 CTBOPEHHS,
PO3MOBCIO/IKEHHS Ta BUKOPUCTaHHS
mKigiusoro 113

11

3Bi1/3

Tema S. Orsir MeTO/1iB BUSBICHHS
mKiuBKUX nporpam. Knacudikaris ta
MOJIMBOCTI aHTHBipycHoro [13. Ornsia
Haitnowmupenimoro [13 ganoro tumy.
Hiarnoctuka ITK

13

3BiT/5

Pa3om 3a 3micToBuUM MoayJiem 1

58

10

14

30

4

3BiT/20

3microBuii MoayJasb 2. besneka B Mepe:ki, TeXHiYHMH, KpUNTOrpadivynm

3axucT. BusiBjaenns BTOPIrHEHb TAa TECTYBAHHA HA

NMPOHUKHCHHHA

i Ta OioMeTpHYHMI

Tema 6. OcHoBu Oe3nexu iHpOpMallii B
KOMIT'FOTEpHHUX Mepexax. besneka B
Opaysepax. Texnomnorii Proxy.
Oco0nuBoCTI BIpTyaibHOI IPUBATHOI
mepexi (VPN). @inbTp AOMEHHUX IMEH
(DNSFilter), mi>kMepexeBUii eKpaH
(Firewall). ITpaBuna po6otu y Wi-Fi.
[Hudposwuii cmix (digital footprint).
be3neka B collialbHUX MEpexax —

13

3BiT/5




€THKA IIOBENIHKHU

Tema 7. TexHiuHuil Ta IHKEHEPHUN
3axuct iH(opmartii. Kananu BuToky
iHdopmarii. HopmaTuBHI TOKyMEHTH
TEXHIYHOTO 3aXUCTy iH(popMaIii
Tema 8. Kpunrorpadiuyauii Bua
3axucTy iHpOpMAaIlii: CHMETpUYHI Ta
acuMeTpuyHi anroputmu. Lludposuii 9 2 4 2 1 3BiT/6
nignuc. [Iporpamue 3a0e3nedeHHs s
3nicHeHHs mudpyBaHHs iHpopMarii
Tema 9. Cucremu BUSBICHHS Ta
3arno0iraHHs BTOprHeHb. SIEM-
cucteMu. TecTyBaHHSI HAa IPOHUKHEHHS. 15 2 4 8 1 3Bit/4
Oco06MBOCTI 010METPUIHOTO 3aXHUCTY
iHpopmarii. biomerpuuHi TexHOMOTIi
Tema 10. KiOGepgiiiHa sik pi3HOBH/I

11 2 2 6 1 3Bi1/3

iHdopmamiitHuX BiltH. Bunu ta 10 5 5 6 3pir/2
XapakTepHi pUcH. 3aXUCT
KibepripocTopy YKpainu

Pa3om 3a 3micToBHM MoayJ1eM 2 62 10 16 32 4 3BiT/20
Buau mincymkoBux pooit ban
KonTponbna pobora Ne 1 15
KounTponsaa po6ora Ne 2 15
[nnuBinyansHa poboTa cTyaeHra™ 30
Beboro ronun/ banis ‘ 120 ‘ 20 ‘ 30 ‘ 62 ‘ 8 100

[nnuBinyansHa poboTa CTYAEHTa™ BUCTABIISIETHCSA 32 HAABHOCTI cepTU(IKATIB 3 OHJIAHH-KYPCIB MOJIaHUX
Ha caMoCTiiiHe ompamroBanHs (8, 8, 8, 2, 2, 2 6aniB BIAMOBIIHO 32 KypC)

3aB1aHHs AJIs1 CAMOCTIHHOT0 ONPANIOBAHHA
Ne Tema
Onnaitn-kype «IHdpopmariiitna 6e3mekay» miardopma https://prometheus.org.ua/
2. | Onnaiin-kype «lHopmariiitna ririeHa mijg yac BidHW» tuiatdopma
https://prometheus.org.ua/
3. | OnnaifH-Kypc «OcHOBH KibepOe3nekn Al MPpeACTaBHUKIB JePKaBHUX OPTaHiBy»
https://state-cyber-edu.org/mc/index.php/usr/login/login
4. | OnnaitH-kype «OcHoBH Kibepririenn» matdopma https://osvita.diia.gov.ua/courses/
5. | OnnaitH-Kypc «besneka niTen B IHTepHET» iatdopma
https://osvita.diia.gov.ua/courses/
6. | Onmaiin-kype «Kidepmsai» https://osvita.diia.gov.ua/courses/cybernanny
OnparroBaHHs JIEKIIIHOT0 MaTepiaity
8. | IligroroBka 10 1a6OPaTOPHUX POOIT

~

Hoaituka Kypcy

IMoJuiTuka 11010 OLIHIOBAHHSA

O1iHOBaHHS 3HaHb 3/700yBaviB OCBITH 3AIMCHIOETHCA 3TiMHO Ilo/102KeHHs MPO MOTOYHEe Ta
NiJICYMKOBe OLIiIHIOBAHHS 3HAaHb 3100yBadiB OCBiTM BOJIMHCHKOro HALIOHAJIBLHOrO0 YHIBEPCHUTETY
imeni Jleci Ykpainku. OCBiTHINI KOMIIOHEHT CKJIQJAETHCS 3 IBOX 3MICTOBUX MOIYJIIB Ta HOrO BUBUCHHS
nepeadavyae BUKOHAHHS Ja0opaTopHUX poOiT. Y 1mbOMy BHUMNAIKy MifcyMKoBa ominka 3a 100-0anbHOIO
IIKAJIOI0 CKIIAJAETHCS 13 CyMapHOi KIJTbKOCTI OaiB 3a:


https://prometheus.org.ua/
https://prometheus.org.ua/
https://state-cyber-edu.org/mc/index.php/usr/login/login
https://osvita.diia.gov.ua/courses/
https://osvita.diia.gov.ua/courses/
https://osvita.diia.gov.ua/courses/cybernanny

- BUKOHaHHS JJabopaTopHux poOiT (MmakcumyM 40 GaiiB);
- KOHTPOJIbHI po0OTH Ta IHAMBITyadbHA poOOTa cTyaeHTa (MakcuMyM 60 6amiB).

IToTo4YHMI KOHTPOJIb 3aragbHa
(100 6auie) KiJIbKICTh
3microBuii MmoayJs 1 3micToBHII MOTYJIb 2 KP 1 KP 2 IPC 6auTiB
T1-5 T 6-10 T1-5 | T6-10 T1-10
20 20 15 15 30 100

Sxmo 3a pesynbraraMu ceMmecTpy HakomwueHo He MeHme 60 OamiB 1 3700yBau OCBiTH
HOTOJUKYETHCS 13 IIMM pe3yJbTaToOM, TO OLIHKA 3a CEMECTP MOYKE BUCTABJIATUCS Yy BIIOMICTb. SIKILO
3100yBa4 OCBITH MPOTATOM TMOTOYHOI poOoTH HabpaB meHmie sk 60 OamiB, BiH CKIalae 3alliK MijJ 4ac
JMiKBigaIii akajgemMigyHOi 3a00proBaHOCTI. Y IIbOMY BHUIAQAKy Oanau, HaOpaHi Wi dYac IOTOYHOTO
OILIIHIOBAaHHS aHYJIbOBYIOThCA. MakcuMalbHa KUIBKICTh OaiB Ha 3aJliKy M 4Yac JKBigamii akageMigHOl
3aboproBanocti craHoBUTh — 100. [ToBTOpHE CKiTamaHHs 3aiKy-JTIKBiIaIlii JOMYCKA€ThCS HE OUTbIIE SK
OJIMH Pa3 — KOMICIi, SIKy CTBOPIOE JieKaH (aKyJIbTeTy.

Bonycu. 3a akTUBHICTh Ha 3aHATTIX 3/100yBad OCBITH MOKE OTPUMATH JOAATKOB1 Oanu. 3TrigHO 3
[TonoxeHHsAM PO TOTOYHE Ta MiJICYMKOBE OILIHIOBAHHS 3HaHb 37400yBayiB BUINOI OCBITH BoiamHCBEKOTO
HalllOHAJIBHOTO YHiBepcuTeTy imeHi Jleci Ykpainku OoHycHuii 6an He moBuHeH nepesuinyBatu 20 %
MaKCHUMaJIbHOTO TIOTOYHOTO Oay.

IToenHaHHs1 HABYAHHSA Ta JOCJIiZKeHb. 3/100yBayl BUIOI OCBITH MalOTh MOKJIMBICTh J0AaTKOBO
oTpuMatd OanM 3a BUKOHAHHA IHAMBIAYaJbHHX 3aBIaHb JOCIITHHUIIBKOTO XapakTepy, 30Kpema,
HalMCaHHS Ta ONyOJIIKyBaHHsS HAyKOBUX T€3 Ta CTaTed 3 TeMaTHKH AMCLUIUIIHU. 3a pilleHHAM Kadeapu
3nmo0yBayam, siki Opan y4acth y poOoTi KOH(EpeHIil, mAroToBIl HAyKOBUX IMyOIiKamiid, KOHKypcax
CTYIGHTCHKUX HayKoBUX poOIT 3a Temarukoro OK ¥ nocsrnu 3Ha4HMX pe3ylbTaTiB, MOXe OyTH
MPUCYHKEHO J10AaTKOBI (OOHYyCHi) Oanmu, sIKi 3apaxOBYIOTBCS SIK PE3yJbTaTH MOTOYHOTO KOHTPOJIIO.
Cuctemy OOHyCHMX OaJlliB MOroJKye HAayKOBO-METOAMYHA KoMicisd (akynbreTy iHpOpMaiitHuX
TEXHOJIOTiM 1 MaremMaTHku. I[Ipu 1poMy 3arajgpHa KUIBKICTH OaiiB, II0 BHOCHTBCS /0 BIJIOMOCTI 3a
oTOUHY poboTy, y Bunajaky OK, ae nepenbaueno 3aiik, He Moxke nepesuiyBatu 100 6.

IMoniTuka mOA0 OCKap:KeHHs OWiIHIOBaHHA. SKmIO 3700yBay BUIOI OCBITM HE 3TOJICH 3
OLIIHIOBAHHSM HMOT0 3HaHb BiH MOK€ ONPOTECTYBATH BUCTABJIECHY BUKJIAJa4eM OLIHKY Y BCTAaHOBJICHOMY
nopsaaky 3riiHo «llomojkeHHs Tpo TOPSAAOK 1 MPOLEAYpPH BHPILIEHHS KOH(MIIKTHUX CHUTyalldl y
Bonuacskomy HaI[lOHAILHOMY YHIBEpPCHUTETI iMeHi Jleci YkpaiHkn»
(https://vnu.edu.ua/sites/default/files/2021-02/Polozhennia_poriadok vyrishennia_konfliktnykh_sytuatsii.pdf).

3100yBauy OCBITH TaKOX MOXYTb OYyTH 3apaxoBaHI pe3yJlbTaTH HaBYaHHsA, 3100yTi y mporieci
dbopmanibHOi, HepopmanbHOI Ta/abo 1H(MOpMaNBHOI OCBITH BiAMOBIAHO 10 «llomokeHHST PO BU3HAHHSA
pe3yibTaTiB HaBYaHHSA, OTPUMaHUX Yy (opMaibHiid, HepopMmanbHiil Ta/abo iHGOpManbHIM OCBITI Y
BonuHcbkoMy HalioHaJibHOMY yHiBepcuTeTi iMeH1 Jleci Ykpainkuy». BuzHaHHIO MOXYyTh HiAsAraTv
pe3yabTaTH HaBYaHHS, L0 BiAMOBIAIOTH TEMATHILl OCBITHHOI'O KOMIIOHEHTY, HOTO OKpEMOMY pO3ily,
Temi (TeMaMm) abo IHIMBIAYyaJbHOMY 3aBIAHHIO, SKI 37100yBad OCBITH CaMOCTIHHO HaOyB, BHBYAIOYH
OCBITHI pecypcu (ceMiHapu, IHTEpHET-KypcH, MpodeciiiHi cTakyBaHHS Ta iH.) Ha OHJIaWH-TUIATPOpMax
Prometheus (https://prometheus.org.ua), EdEra (https://www.ed-era.com) Tta iHmHX, 1 MiATBEPANB
BIJIMOBITHUMH CepPTH(IKaTaMU.

HaBuanbHi gocsirHeHHs 3700yBaviB OCBITH Ha Ja0OPaTOPHUX 3aHATTAX OLIHIOIOTHCS MAaKCUMYM B
3 a60 2,5 Oanu.

K-11 Kpurepii oniHIOBaHHSI HABYAJIbHHUX JOCATHEHb
OaJiiB
3 ban OmiHroeTbCsl BIAMOBIAL 3700yBaua OCBITH, SKHH y TOBHOMY OO0CS31 BOJIOJi€

HaBUYaJLHUM MaTepiajioM, BUIHHO, CaAMOCTIHHO Ta apryMEHTOBAaHO HOTO BHKJIAJAE,
rMOOKO Ta BCEOIYHO PO3KPHUBAE 3MICT TEOPETUYHMX 3alUTaHb Ta TNPAKTHYHUX




2,5 6anm 3aBlaHb, BUKOPUCTOBYIOUH TMPHU IIbOMY O00OB’SI3KOBY Ta JI0JIaTKOBY JIITEPATypPy, BUIBHO

MOCITYTOBY€ETHCSI HAYKOBOIO TEPMIHOJIOTI€0, HABOJAUTh apTyMEHTH Ha IiITBEPHKEHHS
BJIACHUX JYMOK, 3[IICHIOE aHaJIi3 Ta pOOUTH BUCHOBKH.

2,5 bana OLiHIOETBCSA BIAMOBIAL 3100yBava OCBITH, SKHH JIOCTaTHBO IIOBHO BOJIOJIE

HaBYAJIBHUM MaTepiaioM, OOIpYHTOBAaHO HOT0 BHKJAJA€, B OCHOBHOMY PpO3KpHBA€
3MICT TEOPETUYHUX 3alUTaHb Ta MPAKTUYHHUX 3aBJIaHb, BUKOPUCTOBYIOUH IPU ILOMY

2,0 6anm 00O0B’SI3KOBY JIITEPATypy, IOCITYTOBYETHCSI HAYKOBOI TEPMIHOJIOTiI€0. AJie Tpu

BUCBITJICHHI JIeSKUX IUTaHb HE BHCTA4a€ JIOCTaTHHOI TJIMOMHU Ta apryMeHTallii,
JIOITYCKAIOThCS MPH [IbOMY OKpPEeMi HEICTOTHI HETOYHOCTI Ta HE3HAYH1 IOMUJIKH.

2,0 bana OLiHIOETBCS BIAMOBIAR 3/100yBaua OCBITH, SKHH BIITBOPIOE 3HAYHY 4YacCTHUHY

HABYAJIBHOTO MaTepially, BUCBITIIIOE HOTO OCHOBHHMH 3MICT, BUSBIISE €JIEMEHTapHI

3HaHHS OKpEeMHX ToJIOKeHb. He 3patHuil 10 ramboKoro, BCeOIYHOTO aHami3y,

1,0 6ana OOIpYHTYBaHHS Ta apryMeHTallii, HE KOPHUCTYEThCS HEOOXITHOK JTepaTypolo,
JIOITYCKa€ 1ICTOTHI HETOYHOCTI Ta MOMUJIKH.
1,5 6ana OmninroeTbest poboTa 3100yBaya OCBITH, KU HE BOJIOAIE€ HABYAIbHUM MaTepialioM y
JOCTaTHROMY 00cs31, mpoTe (¢parMeHTapHo, moBepxoBo (6e3 apryMmeHTanii Ta
0,5 6ana OOIpYHTYBaHHSI) BUKJIQ/Ja€ OKpeMi MUTAHHS OCBITHHOTO KOMIIOHEHTAa, HE PO3KPHBAE
3MICT TEOPETUYHUX MUTaHb 1 IPAKTUYHUX 3aBJAHb.
0 GamiB OruiHIOETBCS  BIANOBIAL 3100yBaya OCBITH, SKH HE BOJOJIE HABYAIbHUM
MarepiajioM Ta He B 3MO31 HOTO BHUCBITJIIMTH, HE PO3yMi€ 3MICTY TEOPETHYHUX NMHUTAHB
Ta NPAKTUYHUX 3aBJaHb.
Iutanns 10 3ajiKy
Y eunaoky nikeioauii akademiunoi 3a00pzoeanocmi
1. 3axucr iHpopmallii Ta 1oro OCHOBHI 3aB/IaHHS.
2. TlonsarTts npo iHdopMalliro 3 0OMEKEHUM JJOCTYIIOM.
3. CtpykTypa noJiTHKH Oe3NeKH Ta 11 OCHOBHI YaCTHHH.
4. JKuTTeBUii MK PO3POOKU CUCTEM OE3MEKH.
5. 3akoHonaBcTBO YKpaiHu y cepi 3axucty iHpopmarlii.
6. TCSEC («OpankeBa KHUra») — MepIIHi CTAHIAPT Y rajay3i OL[IHKM 3aXHIIEHOCTI KOMI IOTEPHUX
CHCTEM.
7. Common Criteria («3aranbHi KpuTepii») — €BpOMEHCHKUI CTAaHIAPT Y Taly3i OL[IHKH 3aXUIIEHOCTI
KOMIT FOTEPHHUX CHCTEM.
8. HZ T3I 2.5-004-99 "Kpurepii OLIHKN 3aXHUIIEHOCTI iH(OpMaIil y KOMIT IOTEpHUX CHUCTEMax BiJ
HECaHKIL[1I0HOBAHOI'O AOCTYIY".
9. TloHATTA Ta 3aXHMCT aBTOPCHKOT'O MpaBa.
10. INousATTS TIariaTy. 3arallbHUE OTJISA MPOTPAMHOTO 3a0e3MeueHHs MPU3HAYEHOTO IS BHSBICHHS
riariary.
11. 3axucr iHpopMarlii 3acodbamu onepaniiHoi cucreMu. BukoprcTanHs naposis.
12. ®opmanbhi Mozeni goctyny. JuckpeuiiHuil Ta MaHIaTHUN AOCTYM 10 iH(popMarlii.
13. AHai3 3aXHIIEHOCTI CyJaCHHUX OTEpPaIlifHIX CHCTEM.
14. ITincucrema 3axucty B OC Windows.
15. Ayrentudikanis/nBoxpakTopHa ayTeHTH]IKallis KOpUCTyBaya.
16. TexHomorii 3aXucTy MOOLTHHUX TeNe(OHIB Ha PiBHI IPUCTPOIO.
17. IlpaBwuma fj1s1 CTBOPEHHS HAIIMHOTO Ta CTIMKOTO Mapoao. MeToau 31oMy maposto. Metoan
CTBOPEHHS CTIMKHX MapOoIiB.
18. Cepsicu 11s IEpeBipKH CTIHKOCTI TAPOITiB, MEHEKEPH TapOJTiB.
19. ITouATTS 6aTHKIBCHKOTO KOHTPOJIIO Ta HOTO HAJAIITYBaHHS.
20. Pe3zepBHe komitoBaHHs Ta Moro kiacudikaris. PiBHI 30epiranHs pe3epBHUX KOITii.
21. Oco6nuBOCTI BUJATICHHSI/BITHOBJICHHS TAaHUX.
22. Criocobm 3axucty pdf/TeKCTOBUX TOKYMEHTIB/€IEKTPOHHUX TaOIUIIb
23. [IOHATTS WKIUIMBOTO MPOrPaMHOT0 3a0e3MeUeHHs, HOro BUAM. SIK MPaIloe Ta SIK IPOSIBISAETHCS.



24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49,
50.
51.
52.
53.
54.
55.
56.
S57.
58.

ComianbHa 1HXKeHepis, i BUay Ta 0co0muBoCTi. DimmHT.

Hebe3neka st giteit B Mepexi InTepHerT.

[To Take kommn roTeprmii Bipyc? [le momuBuTHcs 61010TEKY BIpyCiB?

[Ilo Take TpOSIHCHKE 37I0BMUCHE IIPOrpaMHe 3a0e31e4eHHA?

[Ilo Take WIMUTYHChKE MTPOrpaMHe 3a0e3MeYeHHs?

1o Take BUMarampbKe Mporpame 3ade3neueHHs?

BinnoBiganbHiCTh 32 CTBOPEHHS, PO3MOBCIOPKEHHS Ta BUKOPUCTaHHS IKiamuBoro [13.
Knacudikaris antusipycsoro I13. Horo oco6mmBocti Ta GyHKIIi.

Orsin Halmomuperimoro antuBipycHoro I13. [puknagy.

XMapHuii uu Tpaauniiani antuBipyc? [lmocu Ta MiHycCH.

OcHoBu 6Oe3neku iHpopMalii B KOMITIOTEPHUX MEpekKax.

MixMepekeBi ekpaHH, ix GyHKIIII Ta BUAH.

VPN-cepBic, 0cOOIMBOCTI Ta MPUKIIAIH.

besneka B 6pay3epax. Texnomorii Proxy.

OcobmuBocTi BipryansHOi npuBatHOi Mepexi (VPN).

Oinbtp nomennux imeH (DNSFilter), mibkmepexxesuii expan (Firewall).
[MpaBuna podotu y Wi-Fi.

Hudposwii caix (digital footprint).

[adopmarriitna Ge3neka B COMiaTbHIX MEPEKaX.

TexHiuHU# Ta iHXeHepHUH 3axucT iHdopmaiii. PUHOK mpunaaiB 11 3aXUCTY.
Kananu BuToKy iHdopmarii.

HopMaTuBH1 JOKYMEHTH TEXHIYHOTO 3aXUCTY iHpopMaIlii.
Kpunrorpadiunmii Bug 3axucty indopmartii. OCHOBHI METOIU Ta MOYJIUBOCTI.
[Tonstttst mmdpyBanHs (aiiiiB, Manok, NOBiAOMIECHb.

[Tporpamue 3abe3neyeHHs 415l 3iliCHeHHS U pyBaHHs iHpopMarii.
CucreMu BUSIBIICHHS Ta 3a1100iraHHs BTOPTHEHb.

SIEM-cuctemn, ix ¢yHKIii Ta 0COOIHUBOCTI.

TecTyBaHHS Ha TPOHUKHEHHS.

OcHoBHI NOHATTSA Npo O1omMeTpito. bioMeTpuyH1 XapaKTepUCTUKH JIFOUHH.
biomeTpuuHi cucTeMH Ta TEXHOJOTI].

[Tpuxnanu 610METPUYHUX CUCTEM (PUHOK I1iH, 30BH. BUTJISA, PYHKIIIT).
Ormnan 13 nis 06poOku G10METPUYHUX JTAaHUX.

KiOepsgiiiHa sik pi3HOBH 1H()OPMALIIMHUX BiiH.

Buau ta xapaktepHi pucu KiGepBiiiH.

3axuct kibeprpocropy Y KpaiHu.

IIIxaJja ouiHIOBaHHS 3HAHB 3100yBa4iB OCBITH 3 ()OPMOI0 KOHTPOJIIO — 3AJIIK

Omninka B 0aJ1ax JIiHrBicTHYHA OLlIHKA
90 -100
82 -89
75-81 3apaxoBaHO
67 — 74
60 — 66
1-59 HezapaxoBano (HeoOxigHe mepecKiagaHHs)



https://cybercalm.org/novyny/shho-take-komp-yuternyj-virus/
https://cybercalm.org/novyny/shho-take-troyanske-zlovmysne-programne-zabezpechennya/
https://cybercalm.org/novyny/shho-take-shpygunske-programne-zabezpechennya/
https://cybercalm.org/novyny/shho-take-vymagatske-pz/

BupimenHsi KOHQIIKTHUX cUTyaii

Bynb-sika KOH(QUIIKTHA CHTyalis, SKa BUHUKA€E B YYaCHUKIB OCBITHHOTO MPOIIECY BHPIIIYETHCS
3rimHo [looeHHs Tpo MOPSAOK 1 Tpoleaypu BUpimieHHS KOHGIIKTHHX cutTyamii y BHY imeni
Jleci Ykpainku

HoaiTuka BUKJIaAa4a 1010 3100yBa4a 0CBiTH

VYci ydyacHHKH OCBITHBOTO IPOLECY IMOBHHHI JOTPUMYBATUCh BHMOI YHMHHOTO 33aKOHOJABCTBA
Vkpaian, Craryty 1 IIpaBua BHyTpimHboro posnopsinky BHY imeni Jleci Ykpainku, 3aramsHo-
NPUHHITUX MOPAIBHUX TPHUHIIUIIB, MPABWI TMOBEAIHKHA Ta KOPHOPATUBHOI KYyIbTYpH; MIATPUMYBATH
aTMocdepy T00pO3UWINBOCTI, BIAMOBIAAIBHOCTI, MOPSAAHOCTI M TOJIEpaHTHOCTI. ATMOc(hepa Ha 3aHATTIX
MOBHHHA OYTH TBOPYOIO, BIAKPUTOO 10 KOHCTPYKTUBHOI KpUTUKU. HemomycTuMi 3ami3HeHHS HA 3aHSTTS
Ta cnucyBaHHA. OUiKy€ThCs, IO BCi 3400yBadi OCBITH BiABIJAIOTH YCi JIEKLIi 1 J1abopaTopHi 3aHATTA
OCBITHBOTO KOMIIOHEHTY.

MogiTka 010 aKageMiYHOI 100PO4YeCHOCTI

[MonmiThka, cTaHAapTH Ta MPOLEAYpH AOTPUMAHHS aKaJeMI4HOI JOOpouecHOCTI y BonmHCEKOMY
HaI[lOHAILHOMY yHiBepcuTeTi imeHi Jleci VYkpainku 3Haiinum cBoe BigoOpakenHs B «Komekci
aKaJIeMiqHO1 JoOpouecHOCTI BonrHChKOTO HaliOHATBHOTO yHiIBepcuTeTy iMeHi Jleci Ykpainkuny». Bumorn
710 aKaJeMI4HOl1 100poUYecCHOCTI BU3HAYatOThCs «Il0M0KEHHSAM MpO CUCTEMY 3aro0iraHHs Ta BUSBICHHS
aKaJIeMIYHOTO IUIAriaTy y HayKOBO-IOCITIHIA JisUIbHOCTI 3100yBadiB BHINOi OCBITH 1 HAayKOBO-
MeJaroriyHuX MpaiiBHUKIB BOIMHCHKOT0 HallIOHAIBHOTO yHiBepcUTeTY iMeHi Jleci YkpaiHkm».

[lin yac HaBYaHHA YYaCHUKH OCBITHBOTO IpoIiecy 3000B’s3aHi JOTPUMYBATHUCS aKaAeMidyHOI
JOOpOYECHOCTI: €TUYHUX MPHUHLUIIB Ta BHU3HAYEHUX 3aKOHOM IIPaBWJ, SKMMHU MarlOTh KepyBaTUCS
YYaCHUKH OCBITHBOTO MPOILIECY i/l Yac HaBUaHHS, BUKJIAJaHHA Ta IPOBAPKEHHS HayKOBOI JA1SUIBHOCTI.

JloTpuMaHHs akaaeMidHoi Jo0podecHOCTi 3100yBauamMu mepeadavae: caMoCTiliHE BUKOHAHHS
HaBYaJIbHUX 3aBJlaHb, 3aBJJaHb IIOTOYHOT'O Ta MiICYMKOBOTO KOHTPOJIIO (47151 0Ci0 3 0COOIMBUM OCBITHIMU
notpedamMH 11 BUMOTa 3aCTOCOBYETHCS 3 YpaxyBaHHAM iX 1HAMBIAYalbHUX HOTPEO 1 MOXKIMBOCTEH);
MIOCUJIAaHHS Ha JpKepena 1HQopMarllil y pa3i BUKOPUCTaHHS 11eH, TBEpKEHb, BIJOMOCTEH; NTOTPUMaHHSI
HOPM 3aKOHO/IaBCTBA MPO aBTOPCHKE MPaBO; HaJlaHHS JIOCTOBIpHOI 1H(OpMaIlii Mpo pe3ynbTaTH BIACHOT
HaBYaJIbHO1 (HAYKOBOI, TBOPUOI) JISIIBHOCTI.

ITig yac ouiHIOBaHHS pe3yJbTaTiB HABUYAHHS CTYACHTH HE KOPUCTYIOTHCS 3a00pOHEHUMHM 3aco0aMu
(MoOiTbHUI TenedoH, TJIAHIIET, KOHCIIEKT, HaBYajbHa JITepaTypa, 1HII JpKepena iHpopMallii, B TOMY
yucii [HTepHeT-pecypcH), CaMOCTIHHO BUKOHYIOTh 3alIpONIOHOBAHI 3aBJIaHHS.

IHoaiTnka moA0 AeAJalHIB Ta MepecKIATAHHS

Sxmo 3100yBau BUIIOi OCBITH OyB BiJICYTHIM Ha 3aHATTAX 3 Oy[b-SKOI MPUYMHH, BiH/BOHA BUBYAIOTh
TEOPETUYHMI MaTepiajJ CaMOCTIMHO BHUKOPHUCTOBYIOUM HaBYalbHI IOCIOHMKH, KOHCIIEKTH JIEKIIii,
BUKOHYIOTh BCl 3aBJaHHS IS ayIUTOPHUX 3aHATh, BCl JOMamiHi 3aBiaaHHsA. [Ipo3BiTyBaTtwcs mpo
BUKOHAHHS 3aB/JaHb MOKHA IiJ 4Yac KOHCYJbTAlliif, OJHOYACHO MpPH I[bOMY 3’SICYBaTH HE3PO3yMiJi
MOMEHTH, 3aJaTH 3allUTaHHS BHKJIajady. AOO MPUKPIMUTH 3BIT BUKOHAHHS 3aBJaHb Yy BIAMOBITHE
JUCTaHIIIHE CepeIOBUIILIC.

PexomennoBana Jiiteparypa Ta iHTepHeT-pecypcH

1. Cimin €.C. Komncmext mekuiii i3 Hauamphoi mucimmiian CYYACHI IHOOPMAIIIMHI
TEXHOJIOTII (3 EIEMEHTAMU KIBEPBE3IIEKN). 2023. 182 c.

2. Cimin €.C. MetoanyHi BKa3iBKU 10 BUKOHAHHS JIAOOPATOPHUX POOIT 13 HABUAIBHOI JUCIUILIIHA
CYYACHI IHOOPMAIIMHI TEXHOJIOI'T (3 EJJEMEHTAMM KIBEPBE3IIEKH). 2023.
154 c.



3. Kibepbe3neka: cydacHi TexHomorii 3axucty. HaBuanbHUN MOCIOHMK /Ui CTYACHTIB BHIUX
naByanbHux 3aknagiB. / C. E. Ocranos, C. I1. €Bcees, O.I'. Koponb. — JIbBiB: «HoBuii CBiT-
2000x», 2020. 678 c.

4. Tapuascekuit 0. A. Texnomorii 3axucty iHpopMmartii [EnekrpoHHuil pecypc]| : MIAPYIHHK IS
cryn. crnemianbHocTi 122 «Komm’torepui Hayku»; KIII im. Irops Cikopcbkoro. — EnexTpoHnHi
tekcToBi maHi (1 daiin: 2,04 M6aiit). — Kuis : KIII im. Irops Cikopcrskoro, 2018. 162 c.

5. CwmipnaoB O.A., I'matiok C.O., KaByn C.B., TepeiikoBchkuii LLA., dKmypko T.O., Cmipaos C.A.,
KoBasienko A.C. OcHoBH 0e€3leKM B KOMIT'IOTEPHMX Mepekax. HaBuanbHUN MOCIOHUK —
Kponusuunpkuii: Bua. Jiucenko B.®. 2018. 177 c.

6. Kapauxa A. ®@. Texnonorii 3axucry indopmarii. Texct nexuiit. Tepuomnins: THEY, 2017. 86 c.

7. OmnnaiiH-Kypc «OcHOBHU iHpopMamiiHoi Oe3meKm». Prometheus. Prometheus.
URL.: https://courses.prometheus.org.ua/courses/KP1/1S101/2014 T1/about

8. OmuaitH-kypc «3axuct nepcoHanbHuX qanuxy». Ed-era. URL: https://www.ed-era.com/courses/

9. Impopmatuka B npukinagax  —  OcHOBHI BUJU IIKiIJTMBOTO IPOrpaMHOrO
3abe3neueHHs. [ngpopmamuxa 6  npuxnaoax - lTonoswa.  URL: http://nikolay.in.ua/do-
uroku/informatsijna-bezpeka/564-osnovni-vidi-shkidlivogo-programnogo-zabezpechennya

10. CHormuenko /. Bbesneka B COLlaJIbHUX MepexKax — eTUKa MOBEIIHKA B

inTepueri. ms.detector.media.  URL.: https://ms.detector.media/profstandarti/post/2369/2013-11-
18-bezpeka-v-sotsialnykh-merezhakh-etyka-povedinky-v-interneti/

11. ITndopmariiia OGe3neka B COIiaIbHUX Mepekax. Meroau momupeHHs iHopMalii B comiaabHUX
mepexkax ELAKPI: Home. URL: https://ela.kpi.ua/bitstream/123456789/18028/1/30 p14.pdf

12. CERT-UA. cert.gov.ua. URL.: https://cert.gov.ua/recommendation/31

Ilepesik HOpMAaTHBHO-IPABOBHUX aKTIB

1. 3axoH Ykpainu «IIpo ocHOBHI 3acaau 3a0e3nedeHHs kibepoesneku Ykpainm». URL:
https://zakon.rada.gov.ua/laws/show/2163-19#Text
2. 3akoH Ykpainu «IIpo 3axuct nepconanbHux ganux». URL:

https://zakon.rada.gov.ua/laws/show/2297-17#Text
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