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1. Onuc oCBiTHHOr0 KOMIIOHEHTA

HajimenyBanHus
NOKA3HUKIB

I'any3b 3HaHDb,
creniaibHiCTh, OCBITHbHO-
npodgeciiina nporpama,
OCBITHIl1 piBeHb

XapakTrepucruka
OCBITHLOI'0 KOMIIOHEHTA

Jenna ¢popMa HABYAHHS

KinbkicTh
rogun/kpeauris 120/4

IH3: €

12 Tudopwmariiini
TEXHOJIOTIT

125 Kibepbesmeka

Iadopmariiina Ge3neka

HopMmaTuBHa

Pik HaBuanus 3

Cemectp 5-uit

Jeknii 24 rox.

Jla6oparopni 30 rog.

Camocriiina po6ora 58 ro.

Koncyabramii 8 rog.

®opma KOHTPOJIIO: EK3aMEH

MoBa HaBYaHHS: YKPaiHCBKa

I1. Indopmanist npo Buk;Iaga4a
[TIIT : I"'apamenko Bonoaumup BikropoBuu
HaykoBuii Buene 3BanHs -

ITocana crapmmii BUKnagay

KonrakTHa iHpopMariis Vg@socprime.com
Jui 3ansts http://194.44.187.20/cqi-bin/timetable.cqi?n=700

1. AmHoramis kypcy

CucreMu MOHITOPUHTY 3arpo3 € OJHUM 13 BaKJIMBUX PO3JLIIB CY4aCHHUX CHCTEM 3aXHCTY
iHpopmanii. OCBITHIH KOMIOHEHT «CHCTEMHM MOHITOPUHTY 3arpo3» HAJIEXHUTh J0 MEeperiKy
HOPMAaTUBHUX HaBYAJbHUX AMCLUMILUIIH MPOrpaMy MiATOTOBKM OakajaBpa 3a cHeliajbHICTIO 125
«KibepOe3mnekay, 3a0e3neuye npodeciitHuil po3BUTOK OakanaBpa Ta ClipsMOBaHa Ha (OPMYBaHHS Yy
MaiOyTHIX (¢axiBiiB 0a30BUX 3HAHb, PO3MI3HABAHHS MIKIJIMBOTO MPOTPAMHOrO 3a0€3TCUYCHHS B
cucremax iH(popMmarliiiHoi Ta kibepOe3neku; BUKOHYBATH aHali3 MpPOrpaMHOro 3a0e3ledyeHHs 3
BUSIBJICHHST Ta YCYHEHHS TIOMWIOK TIPOTPaMyBaHHS Ta
Bpa3JIMBOCTEH; 00MpaTu MeToau 30epiraHHs Ta e(PeKTHBHI aJrOpuTMH OOpPOOKHU Ul BiIMOBIIHUX

METOK  IOLIYKY,

imeHTudikaii,

II1. Onuc ocBIiTHLOI0 KOMIIOHEHTA

CTPYKTYP JaHUX JJIsl CTBOPEHHS 3aXUIIEHUX MTPOTPaM.

2. TlpepexBizuTu: ba3zoBi 3HaHHS 13 XMapHHUX TEXHOJOTIH, MpOrpaMyBaHHS, OprasizailiiiHe

3a0e3neyeHHs 3aXUcTy iHopmarii.

IMocTpexBizuTH: 3HaHHS Ta BMIHHS, OTPUMaH1 B pe3yJIbTaTi BUBYEHHSI IUCHUIUTIHA, MOXYTh
OyTHM BHUKOPHUCTaHI /I HaNHMCaHHS KypcoBOi pPOOOTH 3 HaBUAIBHUX JAUCIHMIUIIH IHKIY
npodeciifHoT MiATOTOBKH, a TaKOX Yy NpodeciiHOMY PpO3BUTKY Ta pPOOOTI pPO3poOIATH 1
3aCTOCOBYBAaTH KpHUHOTOrpadiuHi iHpopMarii;

peasi3oByBaTH CUCTEMH 3axXHUCTy iH(popmalii B iHPOpMaLIHHUX 1 KOMYHIKAIIHHUX CHUCTEMax;

AITOpUTMHA  Ta MTPOTOKOJIU A 3aXHUCTY

3aCTOCOBYBAaTH METOJM 1 3aCO0M 3amO0IrTH 3BUYaiHOMY NEPEXOIIIEHHIO JaHUX.



http://194.44.187.20/cgi-bin/timetable.cgi?n=700

3. Mera i 3aBJaHHSl OCBITHHOI0 KOMIIOHEHTA: HAJ@aHHS TEOPETUYHUX 3HAHb Ta
dbopMyBaHHS MPAKTUYHUX HABUYOK IWIOAO JOCHIDKCHHS MOHITOPUHTY 3arpo3 3 METOI
pPO3B’SI3yBaHHS NPUKIATHUX 3aJad Ta CTBOPEHHS MPOTPaMHOro 3a0e3NeyYeHHs CHCTEM
iHpopManiiHoi O6e3neKu.

4. Pe3y1bTaTH HABYAHHSI.
1. 3aranbHi KOMIIETEHTHOCTI:
3K 1. 31aTHICTh 3aCTOCOBYBATH 3HAHHA y MPAKTUYHHUX CUTYAIlisX.
3K 4. BMiHHS BUSIBIISITH, CTABUTH Ta BUPIIITYBATH MPOOJIeMH 3a IPO(ECIHHIUM CIIPSIMyBaHHSIM.

@K 2. 3garHicTh 10 BUKOPUCTAHHS 1HGOPMAIIIITHO-KOMYHIKAI[IHHUX TEXHOJIOT1H, CydaCHUX METOIIB
1 Monenelt indopmartiitHoi Oe3neKy.

®K 12. 3narHicTh aHaNi3yBaTH, BHUSBIATA Ta OI[IHIOBATH MOXKIIMBI 3arpo3d, ypa3IUBOCTI Ta
JecTablIi3yloul YMHHUKA 1H(GOpMAIIHHOMY MpPOCTOpy Ta iH(OpMaIliiHUM pecypcaMm 3TiIHO 3
BCTAHOBJICHOIO TTOJITHKOIO iH(OopMaIliiiHoi Ta/abo KibepOe3neKy.

ITIPH 4. AmnanizyBaru, apryMeHTyBaTH, NpUHAMAard pIilIeHHS TMpU PO3B’S3aHHI CKIIATHUX
CHemiali30BaHMX 3aJad Ta MNPAaKTHYHUX MpodseM y  mpodeciiiHii  AisuibHOCTI,  SIKi
XapaKTePU3YIOThCSI KOMILIEKCHICTIO Ta HEMOBHOIO BHU3HAYEHICTIO YMOB, BIIOBIAATH 3a MPHUIHATI
pilIeHHs.

ITPH 12. Po3po6mnsatu Mojeni 3arpo3 Ta HopyIHuKa.

IPH 13. AmanizyBatm mNpoekTH iH(OpMAamiifHO-TEIEKOMYHIKAIHHUX CUCTEM O0a3yrounch Ha
CTaH/IapTU30BaHUX TEXHOJIOTISIX Ta MPOTOKOJAX Nepeaadi JaHHuX.

ITPH 28. AnanizyBati Ta IPOBOAMTH OLIIHKY €(DEeKTUBHOCTI Ta PiBHS 3aXHIIEHOCTI PEeCypCiB pi3HUX
KJaciB B iH(popMaliiHUX Ta 1HPOPMALIMHO-TENIEKOMYHIKAIIHHUX (aBTOMAaTU30BaHUX) CHCTEMax B
XOIi TIPOBEACHHS BUNPOOYBaHb 3riIHO BCTAHOBICHOT TONITHKK iHpOpMamiiHOi Ta\abo
KibepOe3neKu.

IPH 32. BupimyBaru 3a1adi ynpaBiiHHS HPOIECAMH BiJHOBJICHHS IITATHOTO (DYHKIIIOHYBaHHS
iH(hOpMaIiHHO-TEIEeKOMYHIKAIIIMHUX CHUCTEM 3 BHKOPHCTAHHSM IMPOLEAYp PE3EpBYBaHHS 3TiIHO
BCTAHOBJICHOT MOJIITUKH O€3MEKHU.

IIPH 35. BupimyBatu 3ajmaui 3a0e3leYeHHS Ta CYNPOBOAY KOMIUIEKCHMX CHCTEM 3aXUCTy
iH(dopMalii, a TakoX NPOTHIII HECAHKI[IOHOBAHOMY JOCTYyNy A0 1H(QOpPMaLIHHUX pecypciB 1
nporieciB B iHGopMariiHux Ta iHGopMaIitHO- TeIEKOMYHIKAI[IHHUX (aBTOMaTU30BaHUX) CUCTEMAaxX
3TiHO BCTAHOBJICHOI MOMITUKH iHGOpMaIiiiHOT 1\ab0 KibepOe3meKH.

CTpyKTypa OCBITHBOTO KOMIIOHEHTA.

. - dopma
Ha3Bu 3micToBHX MOaYy.IiB i TEM Cam.
Yceboro | Jlek. | JlaGop. Konc. | xourposro/
poo.
banu
3microBuii MoayJab 1. OCHOBM MOHITOPHHTY Ta OCOOJIUBOCTI CUCTEM
MOHITOPUHTY
Tema 1. OCHOBHI  TIOHSATTS: 12 2 2 8 P3
“MOHITOPHHT”, “cucreMu
MOHITOPHHTY”, cxema
MOHITOpUHTY. CKIJIaJOBI CHCTEMH
MOHITOPHUHTY, PIBHI 3a0e3MeueHHs
MOHITOpUHTY,  cTpykTypa AIC
MOHITOPHHTY.




Tema 2. CyTHICTb MOHITOPHHTY B 13 2 2 8 1 P3
OKpeMux cdepax
nismeHOCTI. Knmacudikaris cucrem

MOHITOPHUHTY.

Tema 3. dDynkii, 3ama4i Ta 15 2 4 8 1 P3, PMI’
HPUHIUTTH MOHITOPHUHTY.

AHaJITUKA MOHITOPUHTY

oprasizartii. Indopmariitao-

TEXHOJIOT.

Tema 4. IToOymoBa, 15 2 4 8 1 P3

(byHKILIOHYBaHHS, Ta
OLIIHIOBAHHSI MOHITOPHHTY.

Tema 5. CnenianizoBaHi CHCTEMHU 17 4 4 4 1
MOHITOPHHTY.
Pazom 3a moynem 1 72 12 16 36 4 14

3microBuit Mmoayab 2. Mownitopunr IT Ta npukiagym cuCTeM MOHITOPHHTY 3arpo3

Tema 1. MoHiTOpHHT 8 2 2 4 P3
iH(pOpMALIHHUX TEXHOIOT M.
[Tpuknaau cucTeM MOHITOPHHTY.

Tema 2. Knacudikamis 3arpo3 11 2 4 4 1 P3
Oe3rnexu Ta BUIU 3arpo3
iHopmarriiiHii 6e3merri.

Tema 3. CucteMu MOHITOPUHTY Ta 11 2 4 4 1 P3
yrpasiinHs 0e3nekoro: SIEM- 15

CHCTEMH.

Tema 4. Mopens 3arpos B 9 2 2 4 1 P3

PO3MOAITIEHUX Mepexkax. 3arpos3u
iH(hopMaIliifHOT Oe3MeKH nep>KaBy B
COLIIAJIbHUX MEPEXKax.

Tema 5. CucreMu MOHITOPHUHIY Y 13 4 2 6 1 P3
pi3HUX cepax.

PasoM 3a MoysieM 2 53 12 14 | 22 4 26
Buau mincymkoBux pooit ban
TectyBaHHs 25
Mo tysibHa KOHTPOJIBHA poOOoTa 10
IHA3 1 15
IH/3 2 10
Beboro roaun/bais | 120 | 24 | 30 | 58 | 8 100

Meroau koutpomo*: JIC — muckycis, JIb — nebatu, T — tectu, TP — Tpeninr, P3/K —
po3B’si3yBaHHs 3amau/keiici, I[HJI3/IPC — inauBinyanbHe 3aBAaHHS/IHAMBINyadbHa poOoTa
3no0yBaua ocBiTH, PMI' — po6orta B manux rpynax, MKP/KP — monynbHa KoHTposibHa pobota/




KOHTpOJIbHAa poboTa, P — pedepar, a Takok aHamiTUYHA 3amUCKa, aHAJTITHYHE €ce, aHaji3 TBOPY
TOIIO.

2. 3aBIaHHS JUIA CAMOCTIHHOTO OMpPAaIOBAHHS.

CawmocriifHa po6oTa 3100yBadiB BKJIIOYa€E B cede:

OmnparroBanHs JIekiiiiHoro marepiany. IlepeBipka 3miCHIOETbCA IMiJ] 4Yac MPAKTHYHUX

3aHATh.

[TinroToBKa 10 MPaKTUYHUX 3aHATH, BUKOHAHHS JIOMAIIIHIX 3aBJaHb.

[TepeBipka 3MIICHIOETHCS TTi]] 9aC MIPAKTHYHUX 3aHSITh.
Cucremaru3allisi BABYEHOTO MaTepiany nepes 3aiikoM. [lepeBipka 3a1HCHIOETHCS i1 4ac

3aTIKYy.

BuBueHHs TeMm, 110 HE PO3MIIAIAIOTHCS B Kypci Jiekuii. [lepeBipka 31iCHIOETBCS i 4ac

MOJTyJIbHIX KOHTPOJIBHUX 3aX0/IiBl OLIHIOETHCS BiIOBITHOIO KUIBKICTIO OaliB.

[TinrotoBka IH/I3. [1epeBipka 3aiiiCHIOETbCS 1] Yac 37124l 1HAUBIyaIbHOTO 3BAAHHS.

Ne Tema KisnbkicTn
3/ roANH
1 |3axwucr Big kibeparak i BHyTpimHix 3arpo3 31 SPLUNK USER BEHAVIOR 4
ANALYTICS.
2 |MexaHi3Mu MiIBUIICHHS €)EKTHUBHOCTI MPOIETyPH MOHITOPUHTY O€31eKH B 4
pO3MOAICHUX 0a3ax JaHMX.
3 |HopmaruBHO-TIpaBOBE peTyIIOBaHHS MOHITOPHHTY B YKpaiHi. ApXiTeKTypa 4
Ta PO3BUTOK CUCTEM MOHITOpPHUHTY iH(ppacTpykTypH IT.
4 |Nagios — HaliBiZOMIIIN# iHCTPYMEHT i1t MOHiTOpUHTY IT- iHppacTpykTyp, B 4
TOMY YHCIIi poOOYHX CTaHIIN KiHIIEBOTO KopucTyBava, [T-cepBiciB i
aKTUBHHMX MEPEKEBUX KOMIIOHEHTIB.
Hyperic (mpoekt kommnasnii VMware) — cuctema MOHITOPHHTY Ta 4
aZIMIHICTPYBaHHS JJIs BIpTyaJIbHUX CEpeIOBUILL.
7 |Cucremu monitopunry: HP Operations Manager, ManageEngine 4
OpManager, SolarWinds, IBM Tivoli, WhatsUp Gold.
8 |Zabbix — MOHITOPHHI CEpBEPIB, MEPEKEBUX NMPUCTPOIB 1 JOAATKIB 31 300poM 6
JeTajabHOI CTATUCTUKH, 1110 CTOCYETHCS MPOYKTUBHOCTI.
9 |ba3oBi IHCTpyMEHTH POOOTH 3 JKypHaJlaMH peecTpalliii Mol 6e3nexu Ta Jior 8
¢aitnamu. Lludposa Tpanchopmariis Ta kibepoesneka.
10 HlkimuBe nporpaMHue 3a0e3nedeHHs. [lomupenns mix yac BiiHH. 8
11 58

IV. INoaiTuka oUiHIOBAHHSA
MoniTnka BUKJIagaya 010 CTYAEeHTA
Yci y4acCHHKHU OCBITHBOTO TMPOLIECY MOBUHHI TOTPUMYBATUCh BUMOT YMHHOTO 3aKOHOJaBCTBA

Vkpainu, Cratyty 1 [IpaBun BHyTpimHboro posnopsaky BHY imeni Jleci Ykpainku, 3arampHo-
OpPURHATHX ~MOpaJbHUX HNPUHIUINB, TPaBHJI TOBEIIHKM Ta KOPIOPAaTHUBHOI KYJIbTYpH;
HOiATpUMYyBaTH aTMocdepy AOOPO3UUIMBOCTI, BIANOBIIAIBHOCTI, MOPSIHOCTI M TOJEPAHTHOCTI.
ATMocdepa Ha 3aHATTSAX MOBMHHA OYTH TBOPYOIO, BIJKPUTOI JIO KOHCTPYKTUBHOI KPHTHKH.



Heponyctumi 3ami3HEHHS Ha 3aHATTS; KOPUCTYBAHHS MOOUIBHUM TeIe(QOHOM, IUIAHIIETOM YH
IHITAMHA MOOUTBHHMH TPUCTPOSIMH ITiJT Yac 3aHATTS; crucyBaHHA. OYIKYEThCS, IO BCl CTYJIEHTH
BIJ[BIIalOTh yCi JIeKLii 1 MpakTH4Hi 3aHATTS Kypcy. KokeH CTyAeHT MmoBHHEH OyTH Y4aCHUKOM
JUCTaHIIMHOTO KYpCY, PO3MIIIEHOTO Ha muiatdopmi aucranniiHoro HaB4aHHs Moodle. 3aBnanns
JUISE TIPAKTUYHOTO BHWKOHaHHs (mabopartopHi poOortu, I[H/I3, camocriitHi poOOTH), 3aBIaHHS
MIJICYMKOBOTO KOHTPOJIIO (TECTH, KOHTPOJBHI poOOTH, IO TepeadaydaroTh pO3poOKYy Mporpam)
3/1al0ThCS 13 BAKOPUCTAHHSIM 3aC00iB JUCTAHIIIMHOTO KYpCY.

ogiTuka moa0 akageMivHOI 100POYECHOCTI

[Tix yac HaBYaHHS YYaCHUKU OCBITHBOTO IPOIIECY 3000B’s3aHI JOTPUMYBATHCS aKaJIeMiqHOT
JOOPOYECHOCTI: ETUYHHUX MPUHIMUIIIB Ta BU3HAYEHUX 3aKOHOM IPAaBWII, SKUMH MArOTh KEPYBaTUCS
YYaCHMKH OCBITHBOTO TpOIECY IWiJ 4Yac HaBYaHHS, BHUKJIAJAHHA Ta TMPOBADKCHHS HAYKOBOI
JUSJIBHOCTI.

JotpumanHs akajgemiuHoi qoOpodyecHOCTI 3m00yBadamu  Tiependadae:  caMOCTilHE
BUKOHAHHS HaBYAJIbHHUX 3aBllaHb, 3aBJaHb MMOTOYHOTO Ta IiJICYMKOBOTO KOHTpOIO (s ocib 3
0COOJIMBUM OCBITHIMH MOTpeOaMH IIsI BUMOTA 3aCTOCOBYETHCS 3 YpaXyBaHHAM X i1HAWBITyaTbHUX
notped 1 MOXIMBOCTE); MOCUNIaHHS Ha Jpkepena iHdopmamii y pa3l BUKOPUCTaHHS 17€i,
TBEP/UKECHb, BIZJOMOCTEH; JOTPUMAaHHA HOPM 3aKOHOJABCTBA IPO aBTOPCHKE IPaBO; HAIAHHS
JOCTOBIpHOI 1H(OpMALii TPO pe3yabTaTH BIACHOI HABYANBHOI (HAYKOBOI, TBOPUOT) MisSIILHOCTI.

[Tig yac omiHIOBaHHS pe3yJbTAaTiB HABYAHHS CTYACHTH HE KOPHCTYIOTHCS 3a00pOHEHHMHU
3acobamu (MOOUTPHUN TenedoH, IJIaHIIET, KOHCIEKT, HaBYalbHa JiTepaTypa, iHII JKepena
iH(popMarii, B ToMy uucii [HTepHeT-pecypcH), CaMOCTIHHO BUKOHYIOTH 3allpOIIOHOBAHI 3aBJaHHS.
[Tpu BukoOHaHHI Ja060paTOPHUX POOIT 3 Kypcy 3100yBadi MalOTh MPaBO BUKOPUCTOBYBATH BIACHI
HOYTOYKH, SIKIIIO BOHU HMiATPUMYIOTh HEOOX1THE MPOrpaMHe 3a0e3eUeHHS.

IousriTuka 010 NeJIalHIB TA MepecKJIaAaHHS

Sxuro 3100yBay BUIIOi OCBITH OyB BiACYTHIN Ha 3aHATTAX 3 OyIb-IKOi MPUYMHH, BiH/BOHA
BUBYAIOTh TEOPETUYHHUI MaTepiall CaMOCTIIIHO BUKOPUCTOBYIOUM HaBYaIbHI MOCIOHUKH, KOHCIIEKTH
JICKIIA, MaTepiaad JHCTaHIiHHOrO Kypcy “CucTeMa MOHITOPHHTY 3arpo3”, pO3MIIEHOTO Ha
iatdopMi 1ucTaHuifHoro HapuaHHs Moodle, BUKOHYIOTh BCi JoMaliHi 3aBanHs. [Ipo3BityBatucs
PO BUKOHAHHA 3aBJaHb MOKHA, BUKOPHCTOBYIOYM AMCTAaHUINHUN Kypc “ CHcTeMa MOHITOPUHTY
3arpo3 ”, abo mia yac KOHCYJbTalld, OJHOYACHO MPHU I[bOMY 3’SICyBaTH HE3pO3YyMillli MOMEHTH,
3aaTH 3alUTaHHS BUKIAanady. [CHye MOXIIMBICTh BUKOPUCTaHHA (OPYMY AMCTAHIIIIHHOTO KYypCYy.
[TepecknagaHHss KOHTPOJIBHUX poOIT Ta TecTyBaHb 3a0opoHeHo. Pobotu, ski 37ar0Thes 13
MOPYILIEHHSM TEPMiHIB 0€3 MOBAaXHUX PUYNH, OL[IHIOIOTHCS HA HIDKYY OIIHKY.

V. IlincymMKOBHii KOHTPOJIb

[TincymkoBo0 (OpMOIO KOHTPOJO OCBITHBOTO KOMIIOHEHTa “ CucremMa MOHITOPUHTY
3arpo3 ” € exk3aMeH. OLIHIOBaHHS HaBYAJIbHUX JOCSATHEHb 3/1iCHIOEThCs 3a 100 6anbHOI0 HIKAIOK0.
Omninka BKJIIOYae B ce0e MOTOYHUI KOHTPOJIb (OIIHIOETHCS poOOTa Ha mMapax, BYacHE 1 SIKICHE
BUKOHAaHHS JIOMallHIX 3aBJaHb) Ta MIJICYMKOBUH KOHTPOJIb (CaMOCTiIHE BHUKOHAHHS
IHAMBIlyaIbHUX 3aBJaHb, KOHTPOJbHI poOOTH, NepeBipka TEOPEeTHYHOI MiArOTOBKH Yy (opmi
tectyBanHs, [HJI3). MakcumanbHa KUIbKICTh OaiiB, SIKy MOK€ OTpUMaTHu 37100yBad IijJ 4ac
MOTOYHOTO OILIIHIOBaHHS 3a cemecTp — 60 OamiB. MakcuManbHa KIUJIBKICTh OalliB, SIKY MOXKe
OTpPUMATH 3700yBad 3a MiJICYMKOBHI KOHTPOJIb 3a cemecTp ckianae 100 Gamis.

[lepenbauaeThcsi BUKOHAHHS 1HAUBIAyanbHUX 3aBaaHb. Bapiant IH/I3 Bkitouae cebe Habip
3ajad, 10 OXOIUTIOIOTh OAHY a00 Kinbka OJM3bKUX TeM. AOO OIHE 3aBIaHHS, PO3B’SI3aHHS SIKOTO
BUMAarae caMoCTiHHOTO OTIpalllOBaHHS HEBEITUKUX TEM.

BinnosigHo 10 myHkTy 3.3 IlonokeHHS mpo BU3HAHHS pe3y/IbTaTiB HaBUYAHHS, OTPUMAHUX Y
dopmanbHiii, HepopmanbHiii Ta/abo iH(opManbHI OCBITI y BoOJMHCBKOMY HalliOHAJIBHOMY
yHiBepcuteTi imeHi Jleci Ykpainku 3 aucuuiuiiag “TexHoJorii mporpamyBaHHS 3aXHILEHUX
cucTeM” BU3HAHHS TaKHUX Pe3yJbTaTiB HAaBYAHHS HE MIPOBOIUTHCS.
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SIKm10 3a pe3yapTaTaMu CeMeCTpy HakonmuueHo He MeHIne 60 6asiB i CTYAEHT HOTOKY€EThCS
13 UM PE3YJIbTATOM, TO OIIHKA 33 CEMECTP MOXKE BHCTABIIITHCS 0€3 CKJIaJlaHHs 3aliKy. B iHmomy
BUNAJIKY CTYJEHT CKJIAJa€ 3ajiK; MaKCUMalbHA KUTBKICTh 0aJiB, IKY MOXKHA OTpUMATH Ha 3alliKy—
100 GasiB. Bonu 3aMiHIOIOTH 06alTi MOJyJILHOTO CEMECTPOBOTIO KOHTPOJIIO, IIOTOYHHN CEMECTPOBHI
KOHTPOJIb NP LIbOMY HE 30epiraeThcsl.

Ha ex3ameH BHHOCSTHCS OCHOBHI THTaHHS, THUIIOBI Ta KOMIUIEKCHI 3a/ayi, CHUTYyaIlii,

3aBAaHHA, IO MOTPeOYIOTH TBOPYOI BIAMOBIAI Ta yMIHHS CHHTE3yBaTH OTPUMaHHI 3HAHHS 1
3aCTOCOBYBATH iX ITiJl 9YaC BUKOHAHHS MPAKTHYHUX 3a71a4.

IIuTanuga 10 ek3aMeny

29 ¢

1. OcHOBHI TUTaHHSA: “MOHITOPHHT, “CUCTEMHU MOHITOPUHTY .

2. Cxema Ta 00’€KTH MOHITOPHUHTY.

3. CkIi1aioBi CHCTEMH MOHITOPUHTY.

4. PiBH1 3a0e311eueHHs] MOHITOPUHTY.

5. Crpykrypa AIC MOHITOpPHUHTY.

6. CyTHICTh MOHITOPUHTY B OKPEMHX Cepax MisTbHOCTI.

7. Knacudikariist cucteM MOHITOPUHTY.

8. DyHKIIIT MOHITOPUHTY.

9. 3agadi MOHITOPHHTY.

10.ITpuniunu opraxizaiii MOHITOPUHTY.

11.TadopmariiifHO-aHATITUYHA TEXHOJIOT1sI MOHITOPUHTY.

12.TTo6ynoBa Ta PyHKITIOHYBaHHS MOHITOPUHTY.

18. MOHITOPHUHT 3arpo3 B yMOBax BilHHU.

13. Cuctema MOHITOPHHTY 3arpo3 HaIllOHATBHIN Oe3melri.

14. Cuctema MOHITOPUHTY 3arp03 €KOHOMIUHIN Oe3merti.

15. Cuctema MOHITOPUHTY 3arpo3 COIliaIbHIN Oe3Ielli.

16. 3arpo3u iHpopMalLiifHOT Oe3MeKn AepKABU B COLIATIbHUX MEpPEkKax.

17. Mopensb 3arpo3 B pO3MOJIJIEHUX MEpexKax.




18. Cuctemu moHiTOpUHTY Oe3nexu: SIEM-cuctemu.

19. Buau 3arpo3 indopmariiinii 6e3mnerr.

20.Knacudikariist 3arpo3 0e3mneKu.

21.CrnenianizoBaHi CUCTEMH MOHITOPUHTY: OaHKIBCHKUW MOHITOPHUHT .
22.CrienianizoBaHi CUICTEMH MOHITOPUHTY: MOHITOPUHT HAyKOBO TEXHIYHO-
ro MOTEHIaTy.

23.0O1iHIOBaHHS MOHITOPHUHTY.

24. MOHITOPUHT 3arpo3 mepej Mo4aTkoM BiiHU B YKpaiHi.

25. CnenianizoBaHi CUCTEMH MOHITOPHHTY: CUCTEMA MOHITOPHUHTY,

IHBECTHUIIHHOI aKTUBHOCTI.

26.Mownitopunr y cdepi ynpasminas IT.

27. Bumoru no cuctem MoHiTopuHry IT.

28. TexHomoris npoBeAeHHs! MOHITOpUHTY [T

29. 3aco0u miATPUMKH TIpoliecy MOoHiTOpuHry IT.

30. [ami cucTeMu MOHITOPUHTY 3arpo3.

VI. llIkana omiHIOBaHHA
IIkana ouiHIOBAHHA 3HAHB 3100yBayviB 0CBITH 3 OCBITHIX KOMIIOHEHTIB, e (popMoI0
KOHTPOJIIO € 3JIIK

Ouinka Omuinka 3a mkaJuaow ECTS
6 JlinrBicTHYHA OIIiHKA
B bajax OIliHKA NOSICHEHHS
90-100 Binmiaao A BiIMIHHE BUKOHAHHS
82-89 Hyxe nobpe B BUIIIE CEPEIHBOTO PiBHS
75-81 Hobpe C 3arajioM xopoia podota
67-74 3a10B1IIBHO D HEIIOTaHO
60-66 TlocTaTHbo E BHUKOHAHHSA BIAIIOBigac
MiHIMaJIbHUM KpUTEPisM
1-59 HezanoBinbpHO Fx HeoOxigne mepeckiagaHHs
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VII. PekoMeH10BaHa JliTepaTrypa Ta iHTepHET-PeCypCH.
OcHoBHa JiTeparypa

Jeremiah Grossman. XSS Attacks CROSS SITE SCRIPTING EXPLOITS AND DE-
FENSE. — USA.. Amazon DS, 2018 — 630 c.

KiGep6e3neka: cyuacHi TexHOOTIi 3axucTy. HaBuanbHUN MOCIOHMK AJISL CTYIEHTIB BHIUX
HaBuanbpHux 3aknafis. / C. E. Ocranos, C. I1. €scees, O.I". Koposs. — JIbeiB: «Howmii CBit-
2000», 2020 . — 678 c. 8. CrBopeHHs Ta 00poOka 0a3 JaHWX: HABY. MOCIOHUK AJIS CTY/I.
TEXH. CIIEL]. BHIL. HAaBY. 3aKJI.

Holistic Info-Sec for ~ Web Developers. [Electronic  resource]. -
Access mode: https://holisticinfosecforwebdevelopers.com/

OWASP Web  Security Testing Guide. [Electronic  resource]. —
Access mode : https://owasp.org/www-project-web-security-testing-quide/

Open Web Application Security Project [Enextponnwuii pecypc]. Pexxum goctymy:
a. WWWw.0wasp.org
Koryr FO.I. KiGepGesneka ta pusuku 1udpoBoi Tpanchopmanii komnaniit. [lpakruunuit

nocionuk. Kuis, 2021p.370c.

Ki6ep3axuct Jluteu: https://kam.lt/en/cyber-security

Micis B Vkpaini:https://therecord.media/cyber-command-sent-a-hunt-forward-team-to-
help-lithuania-harden-its-systems/

Koryr IO.I. KibepBiiinu, kiGeprepopu3M, KiOep3TOUYMHHICTH (KOHIIEMIi, CTparerii,
texHouiorii). [IpakTuanuii mociouuk., Kuis, 2022p.281c.

Koryt 10.1. Koprioparusua 6e3neka: npaktuunuii mociouuk/FO.I.Koryr. — Kuis: Koscan-
tuHTroBa KoMmmaHis «CIJIKOH», 2021. — 460 c.

JoaaTkoBa aireparypa ta InTepHer-pecypeu

Odiuiitnuii caiit Google, Ha sKOMy po3MillleHa JOKyMeHTauis mo paborti i3 Google App
Engine. [Enextponnuii pecypc]. — Pexxum noctymy: https://cloud.google.com/products/app-
engine

Odiuiitauii caift Microsoft, Ha skoMy po3MillleHa JOKYMEHTallis 1o poOoTi 13 MIaTGopMor0
Microsoft Azure. [EnexTponnuii pecypc].

Koryt 10.1. KibGepgiiina Ta Oe3neka 00’ €KTIB KpUTHYHOT 1HYPACTPYKTYpH [MpakTUYHUIT
nocionuk] / F0.1. KoryT; 3a penakitiero 1okTopa Tex., Hayk, nmpod. A.C.JloBromosoro. —

Kuis: Koncantunrosa kommanist «CIAKOHy»; BJI lakop, 2021. — 332 c.
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